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Abstract 

Users of cloud services need have some ability to specify, monitor, and gauge the level of 
trustworthiness and dependability afforded by those services. However, enabling the individual 
user or an enterprise’s professional information technology staff to do so is frustrated by 
impediments such as: inter-service interference and interference among cloud services, on-
premises services, and legacy non-cloud systems; poor visibility on the user’s part of the 
management and control of cloud services; lack of standardization of cloud-service interfaces; 
difficulties in measuring at the right level of granularity the frequency and context of usage of 
cloud services in a environment in which the services themselves affect the evolution of an 
enterprise’s business-process workflows; the interaction of dynamic provisioning and access to 
those cloud services via mobile apps; and many unknowns about how to specify service-level 
agreements such that they can be understood by both the user and provider of the service as 
well as enforced. In short, cloud services can exacerbate problems with assessment of 
information systems and can also introduce cloud-specific problems for assessment. The 
speaker will discuss tactics, as part of an overall cloud-adoption strategy, for addressing these 
challenges, with the aim of providing the user with ability to incrementally build a systematic, 
formal process and means for conducting verification, validation, certification, and accreditation 
of systems composed of cloud.  Examples will be given for reliability, security, and safety. 
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