
 
 
  

Improving Software FMEA Processes and Results 
  
System reliability and safety can be improved by applying failure modes and effects analysis (FMEA) to system 
software as well as hardware.  Software FMEA, like its hardware counterpart, can be performed at either a detailed 
or high level.  A detailed analysis typically examines variables at the source code level and seeks to determine 
system effects when any variable assumes any unexpected value – a difficult and tedious undertaking.  Worse, the 
analysis cannot be started until late in the program when at least parts of the software have been coded.  In contrast, 
a higher level analysis might examine messages exchanged among system CSCIs and typically seeks to determine 
system effects when any part of message has an unexpected value.  This kind of analysis can be started sooner since 
messages are often defined by interface control documents (ICDs) long before source code even exists. 
  
A detailed analysis is the most costly and is usually limited to critical system areas.  However, it generally gives the 
most complete and accurate results since it is based on source code – the closest representation of actual system 
operation.  Not surprisingly, a high-level analysis requires less effort and can be economically provided to all parts 
of a system.  It also can reveal problems at the detailed level because many kinds of low-level failures cause 
unexpected message contents and timing.  However, the high-level analysis usually provides less complete and 
accurate results because the ICDs on which it is based usually reflect designer intent rather than actual execution. 
  
Fortunately, the tedious detailed FMEA can be automated in part and the higher-level FMEA can be streamlined 
without automation.  The proposed presentation explores practical considerations and techniques developed while 
performing real-world analyses that improve process effectiveness and results for analyses at both levels.  Topics 
include development of failure modes, using databases to minimize human effort and maintain consistency, avoiding 
unnecessary details in results, development of ground rules and assumptions, and ways of proceeding when 
information isn’t available. 
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