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System reliability methods have been originally tailored to deal with ‘fixed’, localized systems
and plants which can be rationally represented by logical/functional structures of components,
albeit complex. In this representation, the failures of the components are seen with respect to their
consequence on the system function.
On the other hand, nowadays many systems of distributed service exist (the so called
infrastructures), constituted by networks of components. In these systems, there is an additional
dimension of complexity related to the difficulty of representing, modeling and quantifying the
effects on the system of a failure of a component.
A number of these systems are considered critical for the social welfare of modern societies and
thus need priority protection (CNIP, 2006; Birchmeier, 2007). While the EU and other national
and transnational administrations are recognizing the importance of this safety issue with specific
directives and programs (OHS, 2002; EU 2005 and 2006; IRGC, 2006), it seems that the classical
methods of reliability and risk analysis fail to provide the proper instruments of analysis.
Indeed, there is an emerging feeling in the community of experts in risk, safety, reliability and
security that a new paradigm is needed for analyzing and managing the complex distributed
systems and critical infrastructures which constitute the backbone of modern Industry and Society
(e.g. computer and communication systems (Aggarwal, 1975; Kubat, 1989; Samad, 1987), power
transmission and distribution systems (Jane et al., 1993; Yeh and Revised, 1998), rail and road
transportation systems (Aven, 1987), oil /gas systems (Aven, 1987 and 1988) ). Identifying and
quantifying the vulnerabilities of such systems is crucial for designing the adequate protections,
mitigation and emergency actions against their failures (CNIP, 2006; Rocco et al., 2007;
Vulnerability ESREL, 2007). These needs are enhanced in a World where deregulation of the
services is favored and malevolent acts of terrorism and sabotage are a serious threat (CNIP,
2006; Rocco et al., 2007; Vulnerability ESREL, 2007).
The current methodologies of reliability engineering, risk assessment and management (possibly
sophisticated) are applied successfully on man-machine-environment systems (even
‘complicated’) with well-defined rigid boundaries, with single, well-specified targets of the
hazard and for which historical or actuarial data (e.g. accident initiators and components failure
rates and empirical data on accident consequences) exist in support to robust quantification
models which account for the uncertainties deriving from both random variations in the behavior
of the elements of the system under analysis and from lack of knowledge of the system itself
(Apostolakis and Lemon, 2005).
In the current framework, reliability engineering aims at searching for the causal links among the
system elements (components, structures, people, etc.) and modeling and integrating their
behavior so as to quantify that of the system as a whole.
On the other hand, risk management aims at achieving rational, risk-informed decisions by
carrying out an optimization process aimed at maximizing specified preferential objectives in
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presence of uncertainty. The simplest example of such process is the classical cost-benefit
analysis.
This approach to reliability engineering and risk analysis (assessment and management) of
complicated technological systems (Kastenberg, 2005):
•
•

assumes that the system has fixed boundaries, there is a fixed well-defined target and
there are actuarial data available to support the quantification models,
is sustained by the classical Newtonian/Cartesian view of the World, which is founded on
the following creeds on the system behavior:
1. it can be understood from the behavior of its constitutive elements (reductionism) and
their causal links (cause-and-effect);
2. it can be determined from objective empirical observations (subject/object dualism).

As illustrated in (Kastenberg, 2005), the above framework of analysis may not be fully apt to deal
with many existing complex network systems which, on the contrary, are characterized by a
behavior which:
•
•
•

emerges as a whole and hence cannot be understood and properly described by looking at
its constitutive parts, which do not exhibit such behavior when taken by themselves
(emergent/holistic property),
may change significantly for small changes in the input (chaotic),
can partly be described only subjectively (subjective).

The above characteristics of the newly arising complex network systems are such that societal
and environmental impacts of accidents and attacks are no longer geographically local (e.g. a
blackout in a power transmission and distribution network or a malevolent attack to a
transportation network) nor clearly perceptible in time because either spreading very quickly (a
virus in the Internet) or very slowly (an accident in a radioactive waste deposit whose
consequences may affect future generations).
The new risk scenario of modern Industry and Society briefly depicted above creates some
unprecedented challenges to research and practice, such that a new paradigm of risk may be in
order and new methods for reliability and risk analysis needed.
In particular, an innovative and promising approach to the analysis of complex technological
network systems and infrastructures comes from the findings of Complexity Science (Kauffman,
1993; Capra, 1996; Science, 1999; Bar-Yam, 1997; Barabasi, 2002). Recent advances in this field
indicate that many complex systems, technological, natural and even social, are hierarchies of
networks of components (also called nodes, vertices or elements) interacting through links (also
called edges, arcs or connections). Although the properties of the individual components can
usually be characterized in laboratory, these isolated measurements bring relatively little
information on the behavior of the large scale interconnected systems in which they are
embedded. This is due to the fact that it is from the local interaction of the components in the
interconnected network that the system behavior emerges as a whole.
The apparent ubiquity of networks leads to a fascinating set of problems common to biological,
ecological, technological and social complex systems, regarding how the underlying network
topology influences the system behavior and its characteristics of stability and robustness to faults
and attacks. For example, the topology of the power grid affects the robustness and stability of
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power transmission (Carreras et al, 2002; Crucitti et al, 2004; CNIP, 2006; Jonsson et al. 2007;
Rosato et al., 2007).
In this view, the actual structure of the network of interconnections among the components is a
critical feature of the system: the stability and robustness of these systems depend on the
redundant wiring of the functional web interconnecting the system’s components; yet, error
tolerance and attack robustness are not shared by all redundant networks (Albert et al., 2000).
For these analyses to be of use at the decision making level, efforts must be made to bring into the
picture the characteristic safety and reliability attributes of the network components to analyze the
properties that emerge at the system level (Zio, 2007a). The indicators thereby developed can be
exploited for the analysis of the vulnerabilities of network systems and thus for their optimal
design, operation and management.
The above analyses must be corroborated by detailed system modeling of a limited set of design
and accident scenarios, e.g. by agent-based and Monte Carlo simulation (CNIP, 2006).
Furthermore, dependences need to be adequately modeled to investigate the interactions among
complex infrastructure systems, leading to the so called systems of systems (Carreras et al., 2002;
CNIP, 2006; Bologna, 2007). Communication, power, transportation networks are complex
infrastructure systems which interact with each other in even more complex ways: from these
interactions increased risks of failures may arise in the individual systems from unexpected
emergent behavior. To investigate this issue, new approaches and paradigms of dependence
analysis need to be formulated.
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