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The welfare and security of modern nations rely on the continuous production and distribution of
a number of essential goods (e.g. water, energy, data), and services (e.g. banking, health care), by
large scale, man-made, networked systems, called infrastructures, mostly spanning long
distances, and privately owned or operated. Such infrastructures are termed critical, as any
incapacity or destruction would have a debilitating impact on our health, safety, security,
economics, and social well being.
We offer a view on the concepts of vulnerability of critical infrastructures (CI), and the methods
for its assessment. Such a view does not pretend to be complete nor exhaustive, but rather hopes
to serve as a means for stimulating developments, and researches in this relevant field.
CI are various by nature, e.g. physically engineered, cybernetic, or organizational, and by
environment/context, e.g. geo-spatial, political/legal, economic, etc. Physically engineered
networked CI, often called lifeline systems, are the focus of interest here. Examples are those
providing energy (electricity, oil & gas supply), transportation (rail, road, air, shipping),
information and telecommunication (internet), and drinking water (including waste water
treatment).
As shown by experienced events, CI are highly interconnected, and mutually dependent in
complex ways, both physically and through a host of information and communication
technologies. This leads to the concept of "systems-of-systems."
In general, the response behavior of single or interdependent CI to perturbations or stresses
depends on the degree of coupling among elements within or between systems, e.g. loose or tight,
and the coupling order. Identifying, understanding, and analyzing the interdependent features of
CI are still major challenges, magnified by the breadth and complexity of most infrastructures.
For CI, the term vulnerability has been introduced as the hazard1-centric perception of disasters
revealed being too limited to understand in terms of risks [1]. A hazard of low intensity could
have severe consequences, while a hazard of high intensity could have negligible consequences;
the level of vulnerability makes the difference [2].
The concept of vulnerability of technical systems has developed in three main steps, and finally
focuses on three elements [3]:
- degree of loss, and damages due to the impact of a hazard;
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"A potentially damaging physical event, phenomenon and/or human activity, which may cause loss of life
or injury, property damage, social and economic disruption, or environmental degradation. Hazards can be
single, sequential, or combined in their origin and effects." [1]
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- degree of exposure to the hazard, i.e., the likelihood of being exposed to hazards of a certain
degree, and the susceptibility of an element at risk to suffer loss and damages; and
- degree of capacity of resilience2, i.e., the ability of a system to anticipate, cope with or absorb,
resist, and recover from the impact of a hazard or disaster (social).
An operational definition of vulnerability, useful for its systematic assessment, relates to the set
of flaws and weaknesses in the design, implementation, operation, and/or management of an
infrastructure system or its elements that renders it susceptible to destruction or incapacitation
when exposed to a hazard or threat. The likelihood (frequency) of the accident scenarios, and the
magnitude of their consequences can be evaluated through specific elaborations depending on the
particular infrastructure considered. As an example, the vulnerability of the electric power system
might be assessed in terms of the frequency of major blackouts (number per year), and associated
severity (undelivered MW, or MWh). Reliability and availability of service or goods can also be
used to describe the quality of infrastructure systems.
Fig. 1 presents a schematic conceptualization of the vulnerability assessment of a CI. The two
main outputs of a CI vulnerability assessment are shown to be the quantification of system
vulnerability indicators, and the identification of critical elements. A number of approaches can
be undertaken for the vulnerability assessment of CI depending on the type of system, the
objective of the analysis, and the available information.
As for statistical analysis, the extensive, growing use of IT systems to capture data about CI
operation and performance (e.g. traffic delays in a transportation system, loss of power in an
electric power network, and signs of electronic intrusion in a banking system) provides rich data
sets which can support vulnerability analyses. However, using these data effectively is difficult
for a number of reasons: i) data about CI operation and performance generally come from a
variety of past operating conditions that may not fully reflect the situations of interest at present,
and in the future; ii) the relationships between the measures of the operating conditions (e.g. the
loads placed on the different portions of the system) and system performance may be
complicated, and poorly understood; and iii) the data sets may be very large, making it difficult to
draw clear insights from them. Moreover, the structure of the CI under analysis may be hidden by
the fact that the data are often presented in an aggregate form [4], [5] so that, for example, the
propagation of cascading failures may not be properly accounted for. The wealth of statistical
models available for the analysis of engineered systems [6] can also be a drawback in that a
proper choice must be made of the most suitable model for the specific CI which best fits the
physics of the provided service. In this sense, special emphasis must be put on comparing the
accuracy and usefulness of the models by means of goodness of fit statistics.
The probabilistic modeling approach encompasses a variety of methods that can be used for the
characterization of CI, e.g. Markov chains (MC), Markov/Petri nets (MPN), probabilistic
dynamics modeling, and Bayesian networks (BN). In MC and MPN, the behavior of a CI is
described by its states, and by the possible transitions between these states. This model may pose

2

Resilience generally means the ability to recover from some shock, insult, or disturbance, the quality or
state of being flexible. In physics and engineering, it is defined as the physical property of a material that
can return to its original shape or position after deformation that does not exceed its elastic limit, i.e. as its
capacity to absorb energy when it is deformed, and then, upon unloading, to have this energy recovered.
Regarding systems resilience, basically it is the potential to remain in a particular configuration, and to
maintain its feedback and functions, and involves the ability of the system to reorganize following
disturbance driven change [3].
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significant challenges because of the exponential growth in the number of CI configurations to be
evaluated [7].
Probabilistic dynamics models can be considered to overcome the computational limitations of
the previous methods; yet their analysis is affected by the drawback that the identification of the
system logical structure is not accounted for [8], [9].
BN analysis is a probabilistic approach that can be used for modeling and predicting the behavior
of a system based on observed stochastic events. From a network reliability perspective, the
variables of a BN are the components in the network, while the links represent the interaction of
the nodes leading to network system ‘‘success’’ or ‘‘failure’’. Holistic methods have been
devised for constructing BN models for estimating the two-terminal reliability of abstract
networks (i.e. the probability of a connection between a selected pair of source and target nodes
in the network) [10].
The risk analysis approach to CI vulnerability assessment can be divided into two lines of
analysis: the first entails the qualitative assessment of system vulnerabilities by expert judgment
and tabular methods [11], [12]; the second entails the quantitative vulnerability assessment of a
CI [13], [14], for ranking system elements criticality, and assessing the cascade failure dynamics
[15]. To a certain extent, the risk analysis approach to the vulnerability of CI can be considered a
general framework of analysis because it often takes advantage of other approaches and tools, i.e.
power flow analysis for electrical transmission networks [15], and network analysis [13].
Complex network methods can be applied to the analysis of CI. The interconnection structure of a
CI can be represented by an unweighted network, where the edges between nodes are either
present or not. Topological analysis based on classical graph theory can unveil relevant properties
of the structure of a network system [16], [17] by i) highlighting the role played by its
components (nodes, and connecting arcs) [18], [19]; and ii) making preliminary vulnerability
assessments based on the simulation of faults (mainly represented by the removal of nodes and
arcs), and the subsequent re-evaluation of the network topological properties [20], [21]. In a
topological analysis, a CI is represented by a graph G(N, K), in which its physical constituents
(components) are mapped into N nodes (or vertices) connected by K unweighted (all equal) edges
(or arcs), representing the links of physical connection among them. The focus of topological
analysis is on the structural properties of the graphs on the global and local scales, e.g. as
represented by, respectively, their characteristic path length, L (number of arcs in the shortest
path between two nodes averaged over all pairs of nodes), and average clustering coefficient, C
(measure of the extent to which nodes tend to form small groups) [22]. To describe the
heterogeneity in the capacity and intensity of the connections (e.g. because of different
impedance and reliability characteristics of overhead lines in electrical transmission networks
[23], [24], unequal traffic on roads which affects accident probability [21], or different routing
capacities of the Internet links [25]) a numerical weight can be assigned to each link of the
representative network, to measure the ‘strength’ of the connection. In this way, the functional
behavior of the CI is somewhat embedded into a generalized, simple topological analysis
framework.
Another important dimension to add to the vulnerability characterization refers to modeling the
dynamics of flow of the physical quantities in the network. This modeling entails considering the
interplay between structural characteristics and dynamical aspects, which makes the modeling
and analysis very complicated because the load and capacity of each component, and the flow
through the network, are often highly variable quantities both in space, and time. The resulting
functional models have shed light on the way complex networks react to faults and attacks,
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evaluating their consequences when the dynamics of the flow of the physical quantities in the
network are taken into account. The response behavior often results in a dramatic cascade
phenomenon due to avalanches of node breakings [26]–[28]. Finally, complex network theory
models allow accounting for dependencies and interdependencies among different CI; this
enables us to assess the influences and limitations which interacting infrastructures impose on the
individual system operating conditions. The knowledge gained from the assessment may be
exploited for avoiding fault propagation by designing redundancies and alternative modes of
operations, and for detecting and recognizing threats [29]–[31].
Also, object-oriented modeling has been shown to offer an attractive paradigm for describing the
dynamic system operational behavior, with close adherence to the reality of the coupled processes
involved [32]. One of the major advantages of an object-oriented approach for modeling and
simulating CI is the possibility to include physical laws into the simulation, and to emulate the
behavior of the infrastructure as it emerges from the behaviors of the individual objects, and their
interactions. In other words, the overall system behavior results from the interactions among the
multiple single objects of different kinds which make up the system [24]. This modeling achieves
a close representation of the system behavior by integrating the spectrum of different stochastic
phenomena which may occur, thus generating a multitude of representative stochastic, timedependent event chains. To integrate stochastic time-dependent technical and non-technical
factors into the vulnerability assessment of a CI, a two-layer object-oriented modeling approach
can be deployed [33]. For example, an electric power system can be thought of as a stochastic
hybrid system that can be modeled by a Finite State Machine (FSM) whose states involve
continuous variables with uncertain dynamics. Transitions in this machine correspond to outages
of generation and transmission equipment [34]. The conceptual modeling framework consists of
the abstraction of the relevant technical, and non-technical components of the system as
individual interacting objects. Objects are used to model both technical components (such as
generators in the electric power system), and non-technical components (such as grid operators in
the electric power system). The different objects interact with each other directly (e.g. generator
dispatch in the electric power system), or indirectly (e.g. via the physical network). Each object is
modeled by attributes, and rules of behavior. An example of an attribute is a technical component
constraint such as the rating of a transmission line in the electric power system. The rules of
behavior are represented by using FSM, and include both deterministic, and stochastic timedependent, discrete events. A deterministic event is, for instance, the outage of a component when
reaching a failure threshold. Stochastic processes are probabilistic component failure models
which can be simulated by Monte Carlo techniques [35], [36]. The main problems of objectoriented modeling are related to the slow simulation speed, and the large number of input
parameters in the analysis [24]. However, by focusing on specific safety aspects, the model can
be simplified, and the computational burden reduced.
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CONCEPTUALIZATION OF CRITICAL
INFRASTRUCTURE VULNERABILITY
ASSESSMENT
System analysis:
– hazards and threats identification
– physical and logical structure identification
and operation modes definition
– dependencies and interdependencies
identification and modeling
– cascading failure dynamics analysis
Quantification
of system
vulnerability
indicators

Identification
of critical
elements

Application to system improvements:
– design
– operation
– interdiction/protection
Fig. 1 Conceptualization of vulnerability assessment
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