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Abstract 
 

Software systems must be engineered with reliable protection mechanisms, 
while still delivering the expected functionalities. The principal obstacle in 
achieving these two different but interdependent objectives is that current 
software engineering processes do not provide adequate methods and tools to 
achieve security goals. This presentation will discuss some methods and 
tools for building trustworthy software systems proposed by the Queen's 
Reliable Software Technology (QRST) research group.  
      Despite rigorous use of many preventive measures and protective shields 
there exist faults and security loopholes, which elude their detection efforts 
and do not surface until the software is operational. Several studies have 
shown that no matter how much effort has been put into the early stages of 
the software development, building fault or vulnerability free software has 
proven nearly impossible in practice. These faults may lead to serious 
software failures, and security loopholes often leave the system vulnerable to 
attacks and abuses. Given that, it is very important to have tools which can 
be used for online monitoring of the "trustworthiness" of software systems. 
This presentation will also discuss some research on automatic monitoring. 
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