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VI	
	

Invited Thoughts on the Internet of  Things 
	 Are humans succumbing to, and dumbing themselves down, to each new advance in technology? We ask because today you 

have no need to learn to spell with accuracy– use a spellchecker. The same goes for grammar. And why learn to type – talk into 
the microphone and the text will appear. Or why bother with that? Need a conference paper? Allow software to create one, 
acceptable to a conference, given a few keywords that you feed it. And don’t get us started on math.  Why learn that? Use a 
calculator app. The point is that with cars that drive themselves, or at least can auto parallel-park, planes that fly themselves, 
robots that make our meals, and homes that know our proximity to them and know what we want turned on or off, it is hard to 
imagine how the “supposed” technology advances offered by the Internet of Things (IoT) will not merely make us more 
dependent. Why? It is because automation typically suggests increased efficiency through more precise (and quicker) decisions 
and actions.  

The now heavily clichéd “Internet of Things (IoT)” includes devices, sensors, actuators, communication, computational 
elements, and who knows what else, all tethered to the Internet. However in practice, users of IoT technology will most likely have 
a private, well-provisioned, and well-purposed network of things addressing tasks they want automated or for which IoT 
technology is the only solution. There is a great deal of excitement about the seemingly limitless uses for this technology, but as 
always, the problem is in the details, and with IoT, the nefarious intent could run rampant.  

Given that this is an exciting and scary technology simultaneously, let’s look at various viewpoints from a set of invited 
authors on where they believe that IoT technology is today, and where it might head.  

Our first article “Requirements Engineering of Reliable IoT Systems : The First Step” by Phil Laplante from Penn State 
University, introduces the first principles of a specialized approach to requirements engineering for IoT systems.  

Our next article, “Secure and Reliable IoT Adoption: ‘I think I can, I think I can’”, by Steven Rosen and Saeid Abolfazli 
from YTL Communications and Xchanging Malaysia, focuses on security, privacy, and interoperability issues in the IoT 
ecosystem. Despite the advancements in IoT enabling technologies, adopting secure and reliable IoT on a global scale is still 
questionable and therefore the IoT fundamental building blocks require revisiting to ensure security and reliability in the IoT 
systems. 

Further, the article "Considerations for Healthcare Applications in the Internet of Things” by Phillip Laplante from Penn 
State University, Nancy Laplante from Widener University, and Jeffrey Voas from NIST review an approach to characterizing 
healthcare applications for IoT and discuss the challenges in eliciting requirements from patients and the privacy issues in this 
context. Some of these new challenges and issues, such as the obligations to report illegal activity information captured by IoT that 
run up against privacy considerations, warrant further research by legal scholars. 

Finally, the article “Digital Immunity: An Interaging Metaphor” by George Hurlburt from STEMCorp., discusses the 
concept of digital immune system, which would satisfy the deepening cybersecurity concerns. Considering Complexity Theory, 
Network Science, and correspondence between threats, biological defenses and potential cyber-analogs, the author discuses early 
postulated organizing principles for a digital immunity architecture. 

Thank you for reading our “Invited Thoughts on the Internet of Things” issue of Reliability. We welcome your comments 
and perspectives. 

 

  

Jeffrey	 Voas	 is	 the	 security	 column	
editor	 for	 Computer	magazine	 and	 an	
IEEE	 Fellow.	 You	 can	 reach	 him	 at	
j.voas@ieee.org.	
	

Irena	Bojanova	 is	Acting	Editor	in	Chief	of	IEEE	
Transactions	 on	 Cloud	 Computing,	 Associate	
Editor	in	Chief	of	IEEE	IT	Professional	magazine,	
and	 a	 Senior	 Member	 of	 the	 IEEE.	 You	 can	
reach	her	at	irena.bojanova@computer.org.	 	
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Abstract - The Internet of Things refers to a system of 
interacting processing elements, sensors, devices and 
humans, connected wirelessly and to the Internet. Much 
has been written about designing, building and testing 
these applications, yet very little has been written with 
regard to requirements engineering. Because of the 
likelihood of continuous evolution and the potential for 
planned and eventual interaction with critical systems, 
however, a specialized approach to requirements 
engineering for IoT systems is essential. In this article we 
introduce the first principles of such an approach. 
 
Keywords - internet of things, requirements engineering, 
soft systems methodology, systems engineering 
 

 

1. INTRODUCTION 
Anticipation surrounds the many exciting applications of 

the Internet of Things (IoT), also known as cyber-physical 
systems, but the realities of implementation are daunting. Ever 
changing requirements, end-to-end communications difficulties, 
low power concerns and anticipation of new uses present 
incredible challenges to systems designers. Of further concern 
is the unanticipated interaction of non-critical systems with 
safety critical systems where failure could directly lead to 
death or injury. 

Requirements engineering is concerned with discovering 
the goals for, functions and constraints on systems [1]. These 
objectives are especially difficult in an IoT system with its 
emergent behavior, unforeseen interaction and potential contact 
with safety critical systems. Requirements engineering 
involves a set of life cycle processes, namely, 
elicitation/discovery, analysis and reconciliation, 
representation/modeling, verification and validation and 
requirements management. Agile software development 
provides an alternative model to waterfall style requirements 
engineering, but the agile approach is generally only suitable 

for pure software systems and certainly not for cyber-physical 
systems. Therefore the paradigm and techniques for cyber-
physical must be considered as a special case of requirements 
engineering.  

A conventional requirements engineering approach follows 
the sequence: mission identification; identification of 
stakeholders and their goals; identification of relevant 
requirements standards and applicable laws; requirements 
elicitation and derivation (including hazard identification); 
requirements analysis and reconciliation; requirements 
representation (creating a requirements document); 
requirements testing; and monitoring and maintenance of 
requirements. While this conventional approach is suitable for 
IoT systems, we need to treat the activities in each of the 
phases differently. In this article we focus only on the aspect of 
stakeholder and goal identification phase.  

2. SYSTEMS THINKING AND  
REQUIREMENTS ENGINEERING FOR IOT 

There are several traditional approaches to stakeholder and 
goal identification. These usually start with the generating a 
mission statement, then using collective experience to identify 
stakeholder groups and deriving goals by engaging these groups. 
But in IoT systems the stakeholder groups and their goals are not 
so easily identified, given the evolving nature of the system. It 
seems that a particular systems thinking approach based on 
systems thinking is more appropriate.  One such approach, Soft 
Systems Methodology (SSM), focuses on managing complexity, 
“thinking” systems and adaption and it is well suited for IoT 
applications. SSM consists of seven steps: 

 

1. entering the problem situation, 
2. expressing the problem situation, 
3. formulating root definitions of relevant systems, 
4. building conceptual models of human activity systems, 
5. comparing the models with the real world, 
6. defining feasible and desirable changes, 
7. taking some action to improve the real world situation [2]. 
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Steps 1 through 4 involve what we would consider the 
traditional identification of mission, stakeholders and their 
goals. Steps 5 through 7 are related to continuous improvement 
of an existing system and are not relevant to our IoT paradigm 
unless dealing with a situation in which the external conditions 
for the system can be adapted pre-deployment. 

During steps 1 through 4, requirements engineers create 
conceptual models in various representations from back-of-the-
napkin drawings and natural language, to SysML models and 
other formal representations until a desirable (or acceptable) 
model is created.  In traditional, plan driven requirements 
engineering, these activities are usually conducted in a linear, 
waterfall fashion. In SSM these steps are iterative.  The 
centerpiece of SSM is the “rich picture,” which is a cartoon-
like drawing based on informal rules.  

Rich pictures depict various human actors in the system 
along with their goals wants and needs. Rich pictures, which 
resemble annotated Use Case diagrams or concept maps. The 
rich picture model can then be used as an entry point to the 
next step in the requirements process: elicitation. For example, 
consider a partial rich picture for a smart car IoT ecosystem 
(Figure 1), which represents a first iteration in steps 1 through 
4 of SSM (we assume the mission statement was already 
defined). 

The figure depicts one or more smart (or non-smart) cars and 
a smart highway system. Various interactions occur between 
these actors, stakeholders (such as drivers and passengers), and 
are shown as directed edges. At least one concern of each 
stakeholder is shown, though many more exist and are recorded 
in ancillary documentation. For example, drivers of smart cars 
are concerned with how easy it will be to interact with the 
smart car, but they are also concerned about safety, privacy, 
cost and more. Government highway administrators are 
concerned with safety first, but they are also interested in cost 
containment. Automakers want their smart cars to be appealing 
to consumers and they want the cars to be safe too. One may 
discover other missing information, functionality, even 
stakeholders. For example, what about smart tolls, advertising 
signs, construction equipment and so on. The possibilities for 

interaction, both planned and accidental, potentially even with 
critical infrastructure systems, are vast. A rich picture helps in 
identifying these gaps, omissions, misunderstandings and 
errors early in the system development life cycle. 

3. FINAL OBSERVATIONS 
All the activities of requirements engineering are critical, but 

in this short article we addressed only identification 
stakeholders and their goals using rich pictures. There is much 
more to the process, but the essence of has been introduced.   

REFERENCES 
[1] Phillip A. Laplante, Requirements Engineering for 

Software and Systems, Second Edition, Taylor & Francis, 
2013. 

[2] Peter Checkland and Jim Scholes, Soft Systems Methodology 
in Action, John Wiley & Sons, 1999. 
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Figure 1: Rich Picture for smart car associated IoT 
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Abstract - Internet of Things (IoT) has emerged as one of 
the most promising technologies of the 21st century. 
However, despite noticeable progress in advancement of 
its enabler technologies, adopting secure and reliable IoT 
on a global scale has decelerated due to security, privacy, 
and interoperability issues in IoT’s wireless ecosystem. 
Therefore, its fundamental building blocks require 
revisiting to ensure security and reliability in the IoT 
systems. 
 
Keywords - Internet of Things, IoT Security 
 
 

The technology evolution and telecommunication paradigm 
shift from “Telecommunications” to “Internet and Data Service 
Provider” is moving at a rapid pace taking on characteristics 
similar to a revolution. This paradigm shift is being driven out 
of necessity in an effort to reduce operating costs, increase 
marketability, and enrich the consumer quality of life as the 
cost of doing business continues to increase and the cost of 
internet connectivity decreases. There are several variables that 
impact the cost of doing business such as Infrastructure 
operating costs, costs associated with technology, cost of 
resources, and cost of utilities, but it is paramount that these 
rising costs are kept transparent to the end consumers. 
Achieving a higher levels of efficiency and effectiveness 
become key stepping stones in this technology evolution.  

The technology evolution stepping stones with regards to 
telecommunications really began with mobility and has 
progressed through Cloud, Big Data and has now left us on the 
doorstep of IoT. IoT is a very broad term with numerous 
definitions. Forbes [1] defines IoT as “the concept of basically 
connecting any device with an on and off switch to the Internet 
(and/or to each other)”. Accenture [2] provides another view of 
IoT as “everyday devices connecting to the Internet through 
tiny embedded sensors and computing power”. Examples of 
these devices could be home appliances, smart phones, and 
computers. Each of the telecommunications evolutionary 
stepping stones has a strong dependency on the previous 
stepping stones and has built on top further enhancing their 
capabilities, technologies, and use of those technologies. 

 The IoT stepping stones are now maturing at a pace far 
quicker than consumer realization, manufacturer adoption, and 

industry standardization resulting in the proverbial “Chicken 
and Egg” scenario. Consumers, both general and enterprise, are 
reluctant to adopt this technology concerned with privacy and 
security of their information and reliability of the 
systems/services. From the other side, manufacturers are 
reluctant to take that bold step forward in any non-proprietary 
way concerned about their ability to differentiate their products, 
increased time to market, and increased manufacturing costs. 
Moreover, interoperability [5] in the IoT domain is absent and 
lacks any mature level of industry standardization with regards 
to technology, communication protocols, and reference 
architectures resulting in a direct dependency on any one 
device manufacturer and/or service provider. Therefore, the 
fundamental operational limits besides the reluctance of both 
consumers and manufacturers to adopt IoT due to associated 
risks of IoT maturation decelerates secure and reliable IoT 
adoption on a global scale. 

 

1. IOT ADOPTION 
The current state of consumer IoT adoption is slow thereby 

impacting manufacturer and vendor adoption. A 2015 study 
was conducted by Accenture [2] looking at consumer adoption 
of personal and home appliance-based IoT. The study was 
based on more than 2000 consumer surveys across the United 
States. The study results in Figure 1 identifies a slow adoption 
rate, but expects a much higher level of adoption at the five 
year mark and beyond. 

A study was conducted by Business Insider Malaysia [3] 
surveying top technology executives across Malaysia during 
the fourth quarter of 2014 identifying the top five barriers to 
company IoT adoption depicted in Figure 2.  

The number one barrier with a 39% concurrence was about 
the privacy and security aspects of IoT. The remaining barriers 
were associated with the cost and utility of IoT. 

    IoT is much like the “little engine that could” given the 
current challenges and barriers hindering forward progress, 
but succeeds through persistence and a “can do” attitude. 

3
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Figure	1	-	Consumer	adoption	of	IoT:	Majority	of	the	customers	are	purchasing	IoT	devices	once	they	are	fully	adopted	while	there	are	only	
a	fraction	of	subscribers	who	are	willing	to	spend	on	IoT	within	the	next	year. 

2. A SECURE AND RELIABLE IOT MODEL 
The successful adoption of secure and reliable IoT systems 

and services has a strong dependency on some fundamental 
building blocks. The suggested IoT model comprised of actors 
and building blocks identified in Figure 3 are deemed to play a 
key role in shaping the future of IoT. Successful deployment of 
these building blocks will also help resolve the “Chicken and 
Egg” scenario by addressing key challenges and barriers 
impacting both consumers and manufacturers. The core 
building blocks and perimeter building blocks described below 
are considered to be essential to widespread adoption of secure 
and reliable services on a global scale.  

 
1. Core building blocks – The key functions or enablers that 
will drive a higher adoption of IoT are considered core building 
blocks that can enhance security and reliability in IoT.  

n Reference architecture - A standardized and industry 
accepted reference architecture will be critical for the 
development of reliable systems and services that are widely 
adopted by both manufacturers and vendors. The reference 
architecture will become one of the core elements necessary for 
manufacturers to better manage time to market, manufacturing 
costs and still enable product differentiation from competition. 
An example of a reference architecture model would include an 
IoT enabled device containing Software on Chip (SoC). The 
device would connect and register to a home base station (e.g., 
a wireless hub) passing a data package containing information 
about the device, instructions on how to interface with the 
device, and a function library. This model would eliminate the 
need for a home base station to require a library of millions of 
device types and their associated information. Further, this 
would help manufacturers maintain their autonomy when 
developing their products.  

n Mobility – Mobility in wireless ecosystems of IoT 
necessitate a high degree of seamlessness. The predominant 4G 
technology that is quickly being deployed across the globe is 
Long-Term Evolution (LTE). LTE adoption with regards to 
mobility is a core building block that will play a significant role 

in reliability for those IoT systems and service that are typically 
not based on fixed locations. Major telecommunication 
operators around the world are actively deploying 4G services 
to fulfill ever increasing connectivity and bandwidth 
requirements of the users in varied domains particularly IoT. 
Those operators that were providing services prior to 4G likely 
have 2G, 3G and data networks carrying with it a significant 
Total Cost of Ownership (TCO). The 4G networks when fully 
implemented are usually fully converged flat IP address-based 
networks having significantly lower TCO and higher reliability. 
Such costs encourage telecommunications operators to sunset 
their non-4G networks over the next 5-7 years. The 4G 
technology (LTE) is also maturing at a rapid pace with new 
capabilities planned for subsequent releases such as Cat 0 and 
Cat 1. Both Cat 0 and Cat 1 are special LTE air interface 
capabilities that are specifically designed for the mobility of 
IoT systems and other systems with low bandwidth 
requirements.  

Figure	2	-	Company	barriers	to	IoT	adoption	identify	over	60%	of	
the	 surveyed	 technology	 executives	 are	 reluctant	 to	 adopt	
because	of	privacy	and	 security	or	 skepticism	around	Return	On	
Investment	(ROI)	

4
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n Interface and protocol standardization - Ensure 
seamless integration and interoperability between systems, 
services and connectivity devices both directly through a 
telecommunications service provider and home base station. 
The interface and protocol standardization will also protect 
consumers from proprietary solutions by supporting a vendor, 
manufacturer and service provider agnostic approach to IoT.  

n Market maturity - The consumer market 
demographics today is comprised of varying degrees of 
knowledge regarding technology and more specifically IoT. A 
study by EDUCASE and North Carolina State University [4] 
showed that today’s college students have grown up with 
technology with 20% or more using computers by the ages of 
16-18 and a much higher percentage for children. Further the 
study showed that 96% of today’s children between the ages of 
8-18 have gone on line. The technology savvy younger 
generation is more likely to understand IoT and more quickly 
adopt. Conversely, the elder generations commonly referred to 
as the “Baby Boomers” and “Gen X” had far less exposure to 
technology and are less likely to understand IoT resulting in a 
slower adoption rate. During the period of time when the 
“Baby Boomers” and “Gen X” would have gone to University, 
the personal computer had not been released yet or was still in 
its maturation infancy. Market maturity also requires available 
and reliable connectivity whether it be solely within the home, 
to the internet or cloud.  

 
2. Perimeter building blocks: The perimeter building blocks 
represent some key characteristics yielded by the core building 
blocks and that will pave the way for a higher and more rapid 
adoption rate. These characteristics will help address those IoT 
challenges and concerns of manufacturers, vendors, and 
consumers alike.  
 

n Manufacturer and vendor agnostic systems and 
services is a key characteristic necessary for driving more 
reliable IoT systems and services. Consumers will be 
apprehensive about spending any money on a particular 
product or service if it will only work with other products and 
services from the same manufacturer or vendor.  

n Integration and interoperability will increase 
consumer confidence and adoption ensuring that the best of any 
products or services can function with each other whether from 
the same or varied vendor(s). Manufacturer or vendor concerns 
about losing share of wallet through this level of 
Interoperability should be safeguarded through differentiation 
of their products and services which is considered in proposing 
the core building blocks.  

n Open standards will foster a higher level of 
entrepreneurialism. This is a critical characteristic that 
significantly contributes to innovation and the advancement of 
technology. Embracing open standards also minimizes 
proprietary solutions driving higher costs to the consumer.  

n Security is a key characteristic given the international 
focus on data privacy and ever increasing risks with cyber 
threats. Each of the core building blocks will contribute to an 
overall increase in security for all products and services 
regardless of the manufacturer or vendor creating a win-win 
situation for all.  
 
3. Actors: Successful IoT adoption requires close 
collaboration and support of actors, including manufacturers, 
consumers (general and enterprise), service providers and 
vendors, and auditors. Service providers are mostly mobile 
network operators and software as a service providers. Auditors 
take into account international laws and domestic regulations in 
each region to devise guidelines toward secure IoT deployment. 
Finally, the consumers are either general end-users who utilize 

Figure	3	 -	 IoT	model:	Successful	deployment	of	the	building	blocks	in	collaboration	with	the	actors	will	 lessen	the	security,	privacy,	and	
interoperability	issues	expediting	IoT	adoption.	
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the IoT services and products or enterprise companies that 
incorporate the IoT into their products.  
In the next section, an exemplary scenario demonstrates how 
the successful deployment of IoT and its building blocks can 
improve quality of human life and increase the confidence level 
of patients.  

3. SCENARIO BACKGROUND  
It is the year 2020 and IoT has wide spread adoption. 

Manufacturers are producing devices that are based on an open 
standard reference architecture inclusive of standardized 
interfaces and communication protocols. Full integration and 
interoperability exists with LTE-enabled smart phones 
leveraging the widely deployed LTE technology, specifically 
taking advantage of the Cat 0 interface. The tremendous 
heterogeneity yielded by market maturity drives manufacturer 
and vendor agnostic solutions creating a high level of 
interoperability. Collectively, the IoT building blocks result in 
secure end-to-end communications thereby safeguarding the 
consumer and their sensitive data. Further, IoT systems and 
services become significantly more reliable addressing more 
critical consumer needs.  

The highly reliable and secure IoT systems and services are 
used in industries such as healthcare, insurance, automotive, 
security, and agriculture along with many others. The 
healthcare industry has significant time sensitivities and 
leverages IoT systems and services to expedite actions that 
would otherwise take much longer and exceed the “Golden 
hour” reducing the odds of recovery.  

n Scenario Narrative  
John Smith is a retired senior citizen who has had a 

successful accounting career for over 40 years. He spent a 
significant amount of his work hours in a chair behind a desk 
not getting much cardio exercise. His work was high stress and 
time consuming not leaving much room for personal activities. 
John visited his doctor for a physical and was informed that he 
has a serious heart condition and has been placed on 
medication and a strict cardio exercise routine. Further, the 
doctor has recommended that a small IoT enabled chip be 
implanted in his neck that would communicate with an 
application on his smart phone. This chip would identify when 
medication is needed, advise to slow current pace down, send 
information to the doctor, advise to seek medical attention and 
call an ambulance sending current location. He happily follows 
the doctor’s recommendation and has a minor outpatient 
activity performed to implant the chip.  

Months go by with John following his cardio routine and 
enjoying the extra level of confidence provided by the 
implanted chip. One early morning he is in the middle of his 
morning walk and begins to feel his left arm go numb. He 
becomes dizzy and nauseous making it impossible for him to 
operate his smart phone. The chip detects the heart incident and 
automatically calls an ambulance and sends his current location. 
An ambulance arrives within 5 minutes and 10 minutes later 
John is in the emergency room with a full accommodation of 
doctors. Shortly after arriving to the emergency room, his 
regular doctor arrives and has all the information from the 
incident that was sent via the implanted chip. John is given 
some medicine and spends a day in the hospital for 
observations. He is also informed that if he did not have the 
chip, the time lost due to no information and no location could 
have cost him his life. John continues to lead a normal life, but 

lives with a much higher level of confidence in being able to 
manage his illness.  

The security provisions in the design and implementation of 
the building blocks, ensure that the encrypted sensitive data of 
John is securely transmitted over the seamless LTE medium to 
the Things in his emergency case. Moreover, the vendor-
agnostic features of the solution allowed the implanted chip to 
interoperate with varied Things including the ambulance, 
doctor and emergency department’s monitoring systems with 
no worries of his private medical data being compromised.  

The industry implementation and acceptance of the building 
blocks will incrementally remove the challenges and barriers 
responsible for the slow IoT adoption. Manufacturers will 
begin investing in the development of new products and 
devices that support IoT having more confidence in the 
longevity and sustainability of IoT. Consumers will begin to 
more widely adopt IoT having a higher level of confidence in 
the security and reliability of those products, devices, and 
services. 

4. CONCLUSIONS		
IoT has tremendous value to add to the consumer, 

manufacturer and vendor, but its lack of maturity in reliability, 
security, as well as other traits that are hampering a more rapid 
adoption. A structured and more aggressive approach that puts 
the IoT building blocks in place will accelerate the maturity of 
reliability and security fast tracking adoption. Like the “Little 
engine that could”, positive thinking, a clear understanding of 
what is required, and persistence from consumers, 
manufacturers, and vendors will result in IoT success.  
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Abstract - In this paper we review an approach to 
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1.  INTRODUCTION 
The technology evolution and telecommunication paradigm  

The now clichéd “Internet of Things (IoT)” includes   devices, 
sensors, actuators, communication, and computational 
elements tethered to the Internet. There is a great deal of 
excitement about the seemingly limitless uses for this 
technology, but none promises to aid human kind more than 
those for healthcare.  Healthcare applications for the IoT will 
be able to deliver comprehensive patient care in various 
settings.  We have introduced a structured approach for 
describing specialized, provisioned IoTs for healthcare. The 
approach involves defining general classes of system types, 
classifying the healthcare delivery settings, and then using a 
structured approach to describing the elements for a particular 
use case [1].  

In particular, healthcare can be delivered in three broad-
based setting types: acute care, community-based care and 
long-term care, and three application types, tracking humans, 
tracking things, or tracking both.  Acute care refers to a 
hospital setting. Long-term care refers to nursing homes, or 
other skilled nursing facilities.  Community-based care is 
delivered outside the acute care and long-term care settings, in 
community settings.   

The three application types we term Class A, B, and C. 
Class A systems track humans (e.g. patients, caregivers, 
family members). For example, geo-locating patients 
throughout their stay in a hospital. Class B systems involve 
“things” such as medical devices, supplies, and specimens. 
Class C systems are a hybrid of Classes A and B, comprising 
both people and things. Taking into consideration the 
dimensionality of care settings and IoT application classes, the 
cross product of setting type and system classes yields nine 

use case classes for a healthcare IoT: acute (A, B, C), long-
term (A, B, C), home (A, B, C) [1]. 

When specifying the functionality for IoT healthcare 
applications, attention is naturally focused on such concerns 
such as fitness of purpose, wireless interoperability, energy 
efficiency, and so on. Conventional techniques such as domain 
analysis, Joint Application Development (JAD), and Quality 
Function Deployment (QFD) among others [2] are usually 
adequate for these kinds of requirements. But in healthcare 
IoT applications security, safety and privacy requirements are 
probably of greater concern. 

There has been work on addressing security considerations 
for medical devices, for example, Landwher [3] proposed a 
“building code” for medical devices, and this approach would 
be essential in healthcare IoT applications. Safety concerns 
address questions such as: is the system operating as intended? 
Is the system providing needed levels of care? Is it providing 
unintended functionality? The US Underwriters Laboratories 
has proposed a fault-tree analysis approach for specifying 
hazards in wearable devices [4], and this approach would be 
appropriate for healthcare applications using IoT technology.  
Using traditional techniques for defining misuse and abuse 
cases would also be appropriate. But privacy concerns are of 
special importance in healthcare applications because of the 
sensitive, personal nature of the information. It these types of 
requirements that we wish to consider in more detail. 

2.  PRIVACY CONCERNS 
Privacy concerns have always been a crucial aspect of 

health care. Patients expect that their personally identifiable 
information (PII) will remain confidential and that health care 
providers will protect them. Similarly, IoT-based healthcare 
systems must assure privacy but allow for sharing of 
information that is needed to provide high quality care across 
the care continuum.  

Privacy requirements are derived from policy, regulations, 
standards, and patient need. In the US, for example, the Health 
Insurance Portability and Accountability Act (HIPAA) of 1996 
prevails in how a patient’s personally identifiable information 
(PII) can be used and shared.  At its inception, HIPAA 
recognized that health information was shared in many ways, 
including electronic formats, and sought to protect all 
individually identifiable health information; this information is 
also referred to as protected health information (PHI). 
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Considering that protected information includes demographic 
data, past/present/future physical and mental health conditions, 
social security number, and date of birth, it is easy to 
recognize the need to secure this information. Note also that 
many of the devices used in a provisioned, specialized IoT will 
collect various data whether that surveillance is known or not. 
If so, where does that data go? Who owns it? And why is it 
being collected in the first place? Sensors and surveillance will 
be huge concerns to overcome if to argue convincingly for 
compliance when the economic benefits to healthcare 
providers are overwhelming for this technology. 

Note that there are similar privacy laws similar to HIPAA 
in other countries. For example, in the United Kingdom there 
is the Data Protection Act (1998) and in Canada the Personal 
Information Protection and Electronic Documents Act (2001). 
Both are in compliance with European Union’s “The Data 
Protection Directive” (1995), which regulates the processing 
of personal data within the European Union, and various other 
countries in the EU have privacy laws that are in compliance.   

3.  OTHER REQUIREMENTS 
In addition to privacy laws, healthcare IoT applications 

will have to comply with various others standards and laws, 
for example, for medical equipment safety and component 
interoperability. The derived requirements from these can be 
managed in the usual ways.  For example, using Domain 
Analysis, that is, essentially an analysis of similar and 
competing systems. Patients may have other requirements 
pertaining to a special need, for example the use of a service 
dog that would need be tracked, or other specific needs based 
on cultural or religious considerations.  These custom 
requirements could be determined using interviews and 
ethnographic observation.  Prototyping models (both 
executable and non-executable) also have a place in 
requirements elicitation [2]. Patient role playing could be 
effective in prototype based requirements elicitation.  

4.  FINAL REMARKS 
Our work focuses on the development of techniques for 

specifying healthcare IoT applications and the identification of 
emergent issues, in particular, patient centered ones. Despite 
the anticipated benefits for these systems, new challenges will 
arise. For example, in obligations to report illegal activity 
information captured by IoT that run up against privacy 
considerations. These issues warrant further research by legal 
scholars. 
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Abstract - Over recent decades, many have postulated a 
parallel between the human immune system and 
hypothetical digital immune systems as a means to 
enhance dynamic cybersecurity. The human immune 
system works at many levels. At a conscious level, senses 
serve much as sensors in an Internet of Anything (IOA). 
Much like the skin protects against many microscopic 
invaders, procedural measures block malware. Just as 
innate immune system cells exist to devour hostile cells on 
contact, sensitized bots may someday serve a similar 
function. As the human immune system becomes more 
microscopic, however, it gains levels of sophistication 
permitting the adaptive immune system an ability to 
recognize, catalog and recall materials that are “not self”. 
This capability permits an ability to prevent subsequent 
attacks alt the molecular level. It is the very definition of 
“not-self” that compounds digital immunity. Despite 
remarkable advances in Network Science which offers 
odds of statistically conquering relevant sustained attacks 
on “not-self” elements in computational environment, the 
human adaptive immune system has not yet been 
duplicated.      
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The human being exemplifies a network of complex 
networks. Many separate biological systems harmonize 
simultaneously at many levels to yield a thriving human 
individual, capable of lifelong learning. Fascinatingly, mental 
frames of reference differ from individual to individual, 
because each possesses unique memories. Learning and 
memories extend all the way to the molecular level. Because 
of this deeply embedded recollection capacity, novel 
pathogens that would otherwise threaten existence are 
regularly identified and extinguished – silently and 
autonomously. 

The human immune system, about which much remains 
to be known, represents a multi-layer, diverse, distributed, 
autonomous, dynamic and adaptive system of systems capable 
of protecting the body from all manner of invaders. It its core, 
the human adaptive immune system is capable of learning and 

recalling at the level of specific chemical receptors and 
electrostatic charges. This level of distinction is important, as 
some estimate 1014 different bacterial, fungal or protozoan 
agents exist among the 1013 natural cells in the human body.1 

This “normal flora” of often helpful microbes, however, 
discounts debris, foreign particles or viruses, which can 
become toxic if they are able to overwhelm the human 
immune system. This brings the foreign element count to an 
estimated 1016.   

As humans shape their tools, there is a nascent 
resemblance to human internal workings. Some might 
compare computer networks to the human nervous system, 
noting that both share memories and transmit data, often to 
control remote phenomena. Some have even gone so far as to 
suggest that computers and the networks upon which they 
operate can be endowed with immune systems of their own. 
As mankind approaches the age of the Internet of Anything 
(IoA), legitimate cybersecurity concerns mount. But can a 
digital immune system metaphor withstand the cybersecurity 
demands surely to arise from the IOA? 

The concept of a digital immune system to satisfy 
deepening cybersecurity concerns took root three decades ago. 
The notion first surfaced in 1986, when Farmer, et al broached 
the idea that neural networks had a similarity to an immune 
system. They further suggested that the immune system might 
be viewed as a computational system.2 By the 1990’s through 
the early 2000s, a number of Artificial Immune Systems (AIS) 
appeared as a result of funded research projects.3 Many 
however, faced insurmountable scalability barriers. This work 
fell into literal, metaphysical and modeling approaches.4 The 
literal school attempted directly exploit the principles of 
immunity. The metaphysical school praised the immune 
system to perfect indirectly related optimization schemes. The 
modelers attempted to segregate the notion of “self” from 
“non-self” in computational systems via mathematical and 
computational models. Alas, however, most of this effort 
predated a growing appreciation of Network Science. Might 
Network Science become a digital immunity game changer? 

Growing from Complexity Theory, as the Internet 
continues to mature, Network Science is all about how things 
relate. Amazingly, across all disciplines, vast network 
configurations are becoming evident as perceptions change to 
accommodate this new mathematical connectivity paradigm. 
Network Science, the study of how all manner of living and 
inanimate things are connected, offers workable mathematics 
to attach metrics to to what is otherwise nonlinear, highly 
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dynamic, and irreducible. Might this new basis of knowledge 
add to the immune system dialog? 

To answer this question, it is necessary to dive deeper 
into the human immune system which is actually a multi-
layered system of systems. Figure 1 depicts the correlation 
between threats, human immune defenses and potential cyber-
analogs as described in the following paragraphs. The figure 
rather simplistically considers the layers of the human immune 
system to draw analogous cybersecurity parallels. 

In an ethereal sense, one could argue that human 
consciousness may be viewed as a preliminary line of defense. 
Enabling knowledgeable responses, such as using hand 
sanitizers, covering a sneeze in flu season, taking proven 
vaccines or actively practicing no touch policies and 
performing safe burial in Ebola stricken regions, goes a long 
way towards protection from contracting or spreading harmful 
pathogens. The five primary human senses, plus at least 18 
other human senses5, all serve as early warning systems for the 
health conscious individual. 

Using a computational immune system metaphor, an 
array of specialized sensors, coupled with timely policies and 
sound procedures offer a similar conscious awareness in the 
realm of computational networks. Sensors, an endemic 
element of the IOA, can be calibrated to provide early warning 
for denial of service and other organized external attacks.6 
Given that most all systemic operational environments 
regularly morph over time, proactive policy and aligned 
procedure are essential conscious management techniques. 
Such continuously learned, incremental techniques will 
become essential to sound cybersecurity management. They 
must flow with the dynamic systems environment where key 
components, including entire networks, often come and go. 
They must also be compatible with all components of the 
cyber-immune system, meaning that they must exhibit 
network characteristics including percolation of bottom up 

standards. The days of meaningful system accreditation and 
effective management by periodic isolated, voluminous and 
comprehensive system snapshots are long gone. Security must 
be consciously managed in the moment, not by pounds of 
outdated paper documentation. 

The human immune system, however, really starts with 
the exoskeleton. Skin, the largest of the human organs, 
effectively blocks invasive diseases. Inside many body cavities, 
secreted mucus filters unwanted particles and organisms from 
reaching vital internal organs. Ph and temperature regulation 
further limits organic breeding grounds for many potential 
diseases. Physical barriers are the first and a highly effective 
line of defense in human beings. It is a part of what is termed 
the innate immune system. 

 Again, using the computational metaphor, use of access 
controls such as strong passwords, bio-metric recognition, role 
based access verification, firewalls, cryptology and other 
discriminatory filtration methods all serve to control access. 
They prohibit a high percentage of unwanted users, bit streams 
and malware (computational pathogens) from penetrating the 
system. Good cyber–security practice dictates that whenever 
possible these access controls be used in tandem. Two factor 
authentication, enforcing combined fingerprint recognition and 
passwords for example, significantly reduce risk of 
unauthorized access. Likewise, solid encryption practices 
protect data from meddlesome activity while in transit or at 
rest. 

The human innate immune system also operates 
internally on a smaller scale. This component of the innate 
immune system circulates specialized class of cells called 
phagocytes, including large white blood cells, that can identify 
and devour foreign objects, debris and bacteria on contact. 
Other antimicrobial peptides (proteins) serve as internally 
generated antibiotics.  

Figure 1: Correspondence between threats, biological defenses and potential cyber-analogs 
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Returning again to the computational metaphor, it is 
reasonable to expect to develop and launch autonomous bots 
or agents which freely circulate to remove foreign threats. 
Oblivious to “self”, these designer bots would be trained to 
identify and eliminate threats, unassociated fragments and 
other “digital debris” that constitute “not-self” computational 
components.  

This becomes very murky, however, as the distinction 
between digital “self” and “not-self” is seldom straightforward, 
especially in dynamic computational environments. Worse, 
non-replicating logic bombs, trap doors and Trojan horses, 
frequently embedded in existing programs, would naturally be 
considered a part of “Self”, as they are a part of the installed 
base. This suggests that independent agents must either be 
highly adaptive, which rapidly bloats them, or designed to 
operate at a base level, relegated to performing routine 
defragmentation in the background. Further compounding the 
problem, the practice of, stockpiling vulnerable signatures for 
quarantine or quarantining unknown signatures, is likely too 
costly a resource and performance drain to survive in large 
networked environments. For replicating threats, agents may 
be able to effectively seek the incidences of rapid redundancy 
and stem the tide of rapidly multiplying patterns. While 
attractive theoretically, however, the overall notion of 
autonomous intelligent agents would seem to require further 
research before they may be fully deployed analogous to their 
presumed biological counterparts. Figure 2 examines the 
nature of threats that emerge from “non-self” to negatively 
affect “self”.  

Finally, the adaptive immune system, operating at the 
cellular level within humans, is triggered by innate immune 
responses. Simply speaking, the adaptive immune system, 
generates cells called lymphocytes, a type of small white cell, 
that circulate in the blood stream and the lymphatic system. 
Lymphocytes are automatically rejected upon formation in the 
thymus and bone marrow, if they show affinity to normal 
human cells. This principle of clonal selection means that 

lymphocytes are generated such that they cannot attack own 
their host’s cells. Otherwise, autoimmune responses would be 
commonplace. Totally unaware of “self”, they exist to trigger 
attacks on anything that is “Not self”. In the identification of 
“not-self”, known as negative selection, lymphocytes must 
possess some level of discriminatory capability. At any given 
time, some 2 x1012 lymphocytes are in circulation within a 
given human being.7 They live only a few days, meaning that 
they are constantly refreshed with new randomly configured 
cells optimized by clonal selection and capable of negative 
selection. This means that at any given time, there is less than 
100% coverage against all foreign materials in any given 
individual.  

Should a known pathogen arrive, specialized lymphocyte 
subclass memory cells retain the signatures from previous 
attacks. When triggered, these cells can generate a secondary 
immune response by calling for rapid production of disease 
attacking effector cells. When a new pathogen arrives, other 
specialized naive cells trigger effector cells to rapidly amass 
against it in a primary immune response. This learning 
experience also initially generates new memory cells. Thus, 
while coverage is less than 100%, a principle known as 
Danger Theory triggers cellular distress calls to which a 
phalanx of specialized adaptive immune system cells may be 
summoned to respond. This response also applies to viruses 
multiplying within existing cells via specialized peptides 
known as Major-Histocompatibility Complex (MHC) 
molecules which attack foreign materials within infected cells.  

The actual array and interaction of cells in the adaptive 
immune system is, of course, far more intricate and complex 
than rather simplistically described above. Thus, the human 
adaptive immune system, operating autonomously at both intra 
and extra-cellular levels represents a truly distributed complex 
adaptive network capable of both learning and emergent 
behavior. 

From the computational viewpoint, this level of 
controlled interaction is what would need to be developed 

Figure 2: Distinctions between “Self” and “Non-Self” in computational systems 
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systemically. Imitation of the adaptive immune system would 
require a learning system capable of fully discriminating 
between “self” and “not-self”. This must be accomplished over 
the course of time and regardless of constant variation in the 
operating environment borne of network dynamics, software 
changes, operational modifications, scale variations, or data 
volume, velocity and variety. Its autonomous agents would 
further be able to exercise discriminatory negative selection 
against threats represented as undesirable patterns that it has 
learned or novel patterns associated with zero-day attacks.  

Early postulated organizing principles for a digital 
immunity architecture include:1) distribution with no 
centralized control, 2) multiple layers of defense, 3) diversity 
among immune systems and the systems they protect, 4) 
disposability of any individual component without loss of 
effect, 5) autonomy without external control, 6) adaptability to 
recognize old patterns and detect new ones, 7) no separate 
secure layer operating on the premise that everything is 
vulnerable, 8) dynamic in both space and time, 9) identity by 
behavior through system calls, 10) imperfect detection at any 
point in time and 11) engaged in a game of large numbers 
where many pathogens can be replication simultaneously.8 
This list, drawn up just as awareness of networks was growing 
is telling, as it clearly outlines an architecture for a man-made 
complex adaptive network. In the case of a digital immune 
system, the network architecture must be suited for 
dynamically managing cybersecurity.  

In many ways, such an architecture may well become a 
blueprint for the IOA itself, suggesting a shift from 
deterministic design to development of non-deterministic 
systems approach to architecture. As exemplified by a 
hypothetical digital immune system, any IOA system may well 
have to interact globally and harmoniously with other equally 
independent systems in order to perform a useful function. To 
that extent, the systems are autonomous, but well bounded 
within the environment in which they are intended to operate. 
Applied Network Science offers some hope that such systems 
may be designed and fielded in time to prevent the feared 
cybersecurity meltdown.  

Despite the virtues of the human immune system, it is 
intuitive that mankind still contracts diseases, epidemics are 
real and 100% pathogen detection and eradication is not 
possible within the scope of any natural immune system. 
Indeed, great variation exists whereby one person may fall 
from some deadly disease and the next person is hardly 
affected. Likewise, it is safe to assume, so far as the immunity 
metaphor holds up in the computational world, that some 
malware will create epidemic losses, not all computationally 
intense systems will be totally immune to some overwhelming 
attack or there will never be 100% coverage against yet to be 
devised zero-day attacks.  

It is safe to conclude, however, that the outer layers of 
immunity defense are essential as they serve to block the 
majority of potentially deadly attacks. Assuming good 
conscious effort, these layers can be implemented and 
dynamically enforced today. It is also safe to assume that the 
deeper layers are not quite ready for prime time without a far 
deeper understanding of how to translate what is known about 
the immune system into actionable complex adaptive software 
capable of mimicking how human immunity discriminates, 
learns recalls and triggers offences. To that end, the goal of 

building a working digital immunity architecture still remains 
elusive, yet tantalizing for its elegance.  
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