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trees, Markov chains, etc.). The failure event of the system is
represented by the structure of the logic relations at the
components level. By such a modeling framework, system
reliability analysis implies searching for the causal logic links
among the system elements (components, structures, human
operators, etc.), modeling their failure behaviors and
integrating them into that of the system as a whole.

Abstract - In this paper, some reflections are provided on
the reliability analysis of systems of systems and the
challenges posed by their specific characteristics of
interdependence and complexity. Such characteristics
generate dynamic system behaviors that are difficult to
represent and model by classical decomposition/recomposition approaches. Different approaches need to be
integrated, that look at the system of systems from
different perspectives, including structural, dynamic,
control-based, logic-based.

Nowadays, many systems of distributed services exist (the
so-called infrastructures, e.g. computer and communication
systems, electric power transmission and distribution systems,
rail and road transportation systems, water/oil/gas distribution
systems), which are networks of components strongly
interconnected on very large spatial scales. A number of these
network systems are critical for the social welfare of modern
societies (so-called critical infrastructures), and thus are subject
to great attention for priority protection [2]-[7]. Indeed, the EU
and other national and transnational administrations have
recognized the importance of this issue with specific directives
and programs [8]-[14].
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1. RELIABILITY ANALYSIS OF SYSTEMS OF
SYSTEMS: CHALLENGES
Reliability is a fundamental attribute for the safe and
profitable operation of any technological system. Reliability
analysis aims at studying the failure mechanisms of a system
(and of its protective barriers, for what concerns accident
development) and at quantifying the associated likelihoods.
The outcomes of the analysis serve to identify design solutions
and maintenance actions for preventing the failures (hardware,
software, human and organizational) from occurring, and
protective barriers for mitigating the consequences of the
failures.

Dependences in these systems introduce a degree of
complexity that makes it difficult to use the classical system
reliability analysis methods for representing, modeling and
quantifying the causal effects of the components failures onto
the system function. It, thus, becomes a challenge to perform
the reliability analysis, whose outcomes are used to identify
and design adequate solutions of protection, mitigation and
emergency, for overall system resilience [5][15]-[18].
The difficulties come particularly from the fact that the
response behavior of these systems to perturbations:
- emerges as a whole from the nonlinear combination of
the individual behaviors of the components:
(emergent/holistic property);

A fundamental issue in reliability analysis is the stochastic
(aleatory) uncertainty in the system failure occurrences and
associated consequences, and the (epistemic) uncertainty in the
models used for their quantification. For the objectives of
safety and business continuity, the system must, then, be
protected robustly with respect to the uncertainties [1].
Methods of reliability analysis have been developed for
(localized) systems, which are modeled by logic or functional
structures of components (e.g., reliability block diagrams, fault
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-

may change significantly for small changes in the input
(chaotic behavior);

-

can partly be described only subjectively
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With regards to the spatial scale of the problem, the
dimension and complexity of these systems extend beyond the
usual single plant boundaries. Then, the societal and
environmental impacts of accidents and attacks are no longer
geographically local (e.g. a blackout in a power transmission
and distribution network or a malevolent attack to a
transportation network or a cyber-physical system).
With respect to the temporal scale of the problem, the
impacts of accidents and attacks can either spread very quickly
(a virus in the Internet) or very slowly (an accident in a
radioactive waste deposit whose consequences may affect
future generations).

systems in collective ways difficult to predict from the
superposition of the behavior of the individual elements.
Particularly, system-level breakdowns may emerge from small,
local perturbations followed by cascades and large-scale,
border-crossing consequences, spreading through the existing
(inter-)dependences.
Undoubtedly, this modern industrial and societal scenario
strongly relying on systems of systems composed of
interdependent critical infrastructures brings substantial
challenges to reliability analysis. Methods for such analysis
should include those of complexity science for the initial
identification and screening of vulnerabilities in networks (and
networks-of-networks) [31]-[33], logic methods for
quantitative system analysis [34]-[40], and dynamic flow and
control modeling methods for scenario assessment [41]-[43].

The spatial ubiquity and temporal indeterminacy of the
behavior of network systems lead to a set of questions
regarding the role that the underlying network structure plays in
influencing the system behavior, its stability, robustness and
resilience to faults and attacks. These problems are general and
common to biological, ecological, technological and social
complex systems.

2. SYSTEMS OF SYSTEMS
To lead the way to a systematic discussion on methods and
approaches for the reliability analysis of systems of systems, it
is useful to first recall some basic common definitions.

The structure of the network of interconnections is, thus, a
critical feature of the system [23]. Dependences and interdependences, then need to be adequately identified and
modeled to investigate the interactions in and between complex
infrastructure systems, leading to the consideration of the socalled systems of systems [5] [19][ 24]-[27].

System: group of interacting elements (or subsystems)
having an internal structure, which links them into a unified
whole.
Complex system: a system made by many components
interacting in a network structure. Most often, the components
are physically and functionally heterogeneous, and organized in
a hierarchy of subsystems that contribute to the system function.
This leads to both structural and dynamic complexity.
Structural complexity derives from:
• heterogeneity of components across different
technological domains, due to increased integration
among systems;
• scale and dimensionality of connectivity, characterized
by a large number of components (nodes) highly
interconnected
through
dependences
and
interdependences (the former are unidirectional
relationships: component i depends on j through a link,
but j does not depend on i through the same link; the
latter represent bidirectional relationships: component
i depends on j through some links, and j likewise
depends on i through the same and/or other links).

For example, the topology of the power grid affects the
robustness and stability of power transmission [5][19]-[22].
The European electric power supply system serves as a
particularly good example. Following the liberalization of the
electric markets, the network is experiencing increasing and
tighter integration, with allocation of renewable, intermittent
power sources. It is also interconnected with several other
critical infrastructures to which it provides energy
(transportation, banking, etc.) and is trending towards a
significant integration with the information and communication
network, under the developing perspective of smart grids.
The interconnected communication, power, transportation
and other networks form a complex architecture of critical
infrastructure systems, which interact in complex ways.
Increased risk of failures and accident propagation may arise
through these interactions, due to local failures effects
spreading across the system boundaries.
The investigation of the risks and vulnerabilities of these
systems of systems must, then, go beyond the usual
cause/consequence analysis to focus on spill-over effects of
failures [28][29].

Dynamic complexity manifests through the emergence of
(even unexpected) system behavior in response to (even small)
changes in the environmental and operational conditions of its
components.

The analysis serves the scope of verifying that the
capacities allocated by design to a given system are adequate to
support the future occurring demands, in this scenario of
greater integration among critical infrastructures and of market
deregulation, and that the safety margins (extra capacities)
preventively designed are sufficient to cope with the expected
and unexpected stresses arriving onto the system. As observed
earlier, large uncertainties exist in the characterization of the
failure behavior of the elements of a complex system, and of
the dynamics that emerge from it through interconnections and
interactions; this makes predictions difficult to achieve
confidently [30]. Emergent behaviors may arise in these

Taking again the electric power grid as example, this is a
system made of a large number of interconnected elements
(wires and machines) which eventually link the power
generators to the customers, for satisfaction of their objectives.
Structural complexity arises in these systems from:
• heterogeneity of the components across different
technological domains (electrical components,
information technology components, etc.), integrated
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•

[42]. In turn, the behavior at system level is the result of the
collective emergence through the structure of interdependences
underlying the system of systems. This can be quite difficult to
predict, even if the behavior of the individual components is
understood reasonably well.
Given the different aspects that play a role in determining
the system behavior, a holistic framework is needed that
integrates methods capable of analyzing the system-of-system
reliability from different perspectives and at different levels of
detail, while accounting throughout for the existing
uncertainties [44]:
• structural methods based on complexity science, graph
theory, statistical physics, etc., capable of modeling
the interdependent connectivity of a complex system
of systems, for analyzing its effects on system
functionality and on the process of propagation of an
initial failure onto a cascade of failures that may lead
to partial or complete dysfunctionality of the system of
systems. The role of the interdependent network of
connections needs also to be analyzed with respect to
the system function recovery process, within a
perspective of resilience that includes the identification
of the central elements of the system that must be most
attentively controlled and protected because of their
leading role on the system connectivity which supports
system recovery;
• logical methods based on system analysis, hierarchical
logic trees, etc., for analyzing the logic of
functioning/dysfunctioning of the system of systems,
also identifying the combinations of failures of
elements (hardware, software and human) which lead
to the loss of the system function;
• phenomenological/functional methods, to represent by
transfer functions the dynamic input-output relations,
with or without]adequate control; these methods can
be for example based on agent-based modeling to
describe the interrelated operation between
heterogeneous system-of-system elements (hardware,
software and human), within federated computational
architectures for simulating their interacting dynamics
and analyzing the behavior that emerges for the system
of systems;
• flow methods, based on detailed, mechanistic models
(and computer codes) of the physical processes
occurring in the system of systems, for describing the
physics of system operation, its monitoring and control.

in the power system, which is itself becoming strongly
interconnected with other critical infrastructures;
scale of connectivity (interactions among several
components) and dimensionality (large number of
nodes highly interconnected also with other
neighboring power systems, distributed energy sources,
storage and electrical vehicles, etc.).

System of systems: a large-scale, distributed system, the
components of which are complex systems themselves [49]. In
principle, linking systems into a joint system of systems
through designed interdependences allows for the exploitation
of interoperability and synergism, at the benefit of economic,
reliable and safe operation and service.
Let us continue the example of the electric power grid. This
system is evolving from its original development of a loosely
interconnected network of local systems to a configuration
extended on large scales, across regional and national
boundaries. Emergent behavior may arise in such system, in
ways that are difficult to predict from the superposition of the
behavior of the individual elements. For this reason, the redefinition of the electric power grid for allowing decentralized
generation with integration of large shares of renewable sources
(most of all solar and wind energies) at the most suitable sites
(e.g. desert solar and offshore wind farms), must be
accompanied by a "smart" system comprising smart metering,
new devices for improved controllability, with self-healing
capacity etc. This is leading to the transformation of the
existing power grid from the original static infrastructure
intended to be operated as designed, into a flexible and adaptive
infrastructure operated dynamically through the foundational
layers of power and energy, communication and IT/computer.
This is a typical example of system of systems, in which the
individual systems are interconnected in a collaborative
infrastructure, with a management scheme that aims at meeting
both the individual objectives and those of the whole system of
systems [27]. However, the interdependences and complexities
therein may lead to new and unexpected hazards and
vulnerabilities. For example, the growing integration of
Information and Communication Technology (ICT) for the
operation of the power grid introduces the issue of cybersecurity, which must be considered from the outset in the
design of smart grids, as recent incidents have shown that ICT
systems can be vulnerable to cyber-attacks and that such attacks
can lead to disruption of physical systems and networks.

The analysis of the system of systems behaviors emerging
from the different initiating events, for reliability analysis
purposes can be quite challenging in practical cases, due to the
high dimension of the system state-space and the computational
effort correspondingly needed to explore the possible system
evolutions in search of the interesting (and typically very rare)
ones of failure. Advanced simulation techniques for cascading
failure scenario analysis can help probing the space of event
sequences, adaptively and intelligently allocating the
simulation efforts preferably on those sequences leading to

3. RELIABILITY ANALYSIS OF SYSTEMS OF
SYSTEMS: METHODS AND APPROACHES
The reliability analysis of a system of systems entails the
analysis of the constitutive systems, their parts and their
interactions through dependences and interdependences. The
analysis must account for the environment which the systems
live and operate in, and starting from the systems objectives
explores possible variations and deviations in their behaviors
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outcomes of interest for the objectives of the reliability analysis.
Note that in this case, the aim of simulation is neither of
completeness of the set of scenarios nor of accuracy of scenario
probability estimation, but rather of enabling the generation of
“surprising” scenarios to get useful insights about what could
happen, and enable proper decisions on how to protect the
system of systems [45]. Interpretation of these scenarios is
critical if one is to identify also these otherwise surprising
scenarios [46]-[49].

[5]

[6]

[7]

4. CONCLUSION

[8]

We live, work and produce in a Society, whose functioning
depends on a pool of interconnected critical infrastructures,
which provide essential products and services. The reliability of
these systems of systems has become a national and
international priority. The high degree of inter- and intraconnectedness that characterizes these systems of systems can
introduce unexpected vulnerabilities, which can lead to
extended disruption when exposed to hazards of various nature,
from random mechanical/physical/material failures to natural
events, software failures, intentional malevolent attacks, human
and organizational errors. It is widely recognized that this
broader spectrum of hazards and threats, calls for an all-hazards
approach for the understanding of the failure behavior of such
systems, for the effective protection of their reliability.

[9]
[10]

[11]
[12]

[13]

Given, the complexity of these systems of systems, the
characterization of the hazards, and the evaluation of their
consequences and probabilities, require an integrated analysis,
tackling the problem from different perspectives that consider
the structural, functional, logic and dynamic characteristics and
properties.

[14]

[15]

Possibly, a unifying conceptual framework of analysis can
be defined, whereby accidents are seen to occur due to
variations in the components behaviors beyond their designed
capacities and operated safety barriers. Concepts of “commoncause variation” and “special-cause variation”, and the
continuous focus on learning and updating for improvement in
observability and controllability, could be introduced to
comprehensively capture “normal” system variations, but also
“unusual” variations and unexpected surprises [50]-[52].
Within such conceptual framework, advanced simulation
techniques for exploring the system state-space are needed to
identify otherwise unrevealed sequences of events, possibly
leading to surprising consequences.

[16]
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