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Editor’s Message 

 Welcome to this special issue of Reliability Magazine. 

Just a decade ago, Internet-of-Things (IoT) was regarded as unrealistic fantasy. 

It was first presented as an innovative idea to stimulate the development of 

modern networking technologies. Within the last few years, as the maturity of 

tools, devices, equipment, infrastructure and services, IoT has become one of 

the most popular technologies in the 21st century. IoT intends to provide smart 

connectivity of devices on the Internet, ranging from home automation and 

entertainment products to industrial machinery and smart cities. It is designed 

to enable a variety of services by exchanging data with manufacturers, 

operators and consumers. Ideally, every IoT device can be uniquely identified 

and thus managed remotely, and is able to interconnect with other IoT devices 

in an automatic fashion. 

Business processes can be empowered by this new technology, and various industries redesign their business 

models and processes along the IoT paradigm. For example, manufactures can monitor the status of things or 

predict when an IoT device is out of order. However, experts warn that the growing number of 

interconnected “thingbots” could endanger the IoT business. To maximize the social and economic benefit of 

the technology, security issues of interoperability, data management, platform and protocol validation have 

to be addressed. 

In this special issue, we have collected two articles, which discuss security issues for IoT applications from 

different points of view. 

The first article, “Secure and Safe Automated Vehicle Platooning” is by Jiafa Liu from the Computer and 

Information Science Department at the University of Michigan-Dearborn. This article discusses security 

issues when IoT is applied to automotive applications. Cyber attacks highlighted on an automated platoon 

system could have the most severe level of safety impact with large scale car crash and argue the importance 

of safety-security co-design for safety critical cyber physical systems. 

The second article, “Anonymous and Secure Fault-Tolerable Routing Protocol for Overlay Networks” is by 

Chia-Chen Wu from the Computer Science Department at National Chiao-Tung University. The routing 

security is addressed for overlay networks and IoT applications. A novel protocol (SAFE) providing 

anonymity against adversaries is presented in the article. By randomly selecting intermediate nodes to 

forward data and by using layered encryption to hide an initiator from the intermediate nodes, SAFE can 

provide initiator and responder anonymities and fault tolerance of node failures. The fault tolerance provided 

by SAFE results in the reduced cost and frequency of path reconstruction, and the increased robustness of 

network against degradation attacks. 

We hope you enjoy the articles in this issue, and that you find these contributions to the discussion of 

security of IoT applications within the reliability engineering profession useful. We look forward to your 

comments and suggestions. 

 

Yu-Lun Huang 

Professor and Director, National Chiao-Tung University (NCTU) 

Editor, IEEE Reliability Special Issue on Trustworthy Computing and Cybersecurity 

ylhuang@cn.nctu.edu.tw 
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Abstract - Cooperative adaptive cruise control (CACC) or 

platooning recently becomes promising as vehicles can learn 

of nearby vehicles’ intentions and dynamics through wireless 

vehicle to vehicle (V2V) communication and advanced 

on-board sensing technologies. The complexity of automated 

vehicle platoon systems opens doors to various malicious 

cyber attacks. Violation of cybersecurity often results in 

serious safety issues as it has been demonstrated in recent 

studies. However, safety and security in a vehicle platoon so 

far have been considered separately by different sets of 

experts. Consequently no existing solution solves both safety 

and security in a coherent way. 

In this article, we show that attacks on an automated 

platoon system could have the most severe level of safety 

impact with large scale car crash and argue the importance of 

safety-security co-design for safety critical cyber physical 

systems (CPS). Based on a deep comprehension on the 

interrelation of safety and security, we present a 

safety-security co-design engineering process to derive 

functional security requirements for a safe automated vehicle 

platoon system. Finally, we offer a vision of the future 

research issues on this important area of automated and 

connected vehicles. 

 

Keywords - IoT security, vehicle to vehicle communication, 

cyber physical systems 

 

 

I.  INTRODUCTION 

Vehicle platooning has been studied as a method of 

increasing the capacity of roads since the 1960’s. In a vehicle 

platoon, a group of vehicles, following one another, acts as a 

single unit through coordinated movements. Because vehicles 

in a platoon travel together closely yet safely, this leads to a 

reduction in the amount of space used by the number of 

vehicles on a highway, thus has the great potential to maximize 

highway throughput. Cooperative adaptive cruise control 

(CACC) or automated vehicle platooning recently becomes 

promising as vehicles can learn of nearby vehicles’ intentions 

and dynamics through wireless vehicle to vehicle (V2V) 

communication and advanced on-board sensing technologies. 

Automation-capable vehicles in tightly spaced, 

computer-controlled platoons offer additional benefits such as 

improved mileage and energy efficiency due to reduced 

aerodynamic forces, as well as increased passenger comfort as 

the ride is much smoother with fewer changes in acceleration. 

 

The complexity of an automated vehicle platoon system – 

including inter-vehicle communications, vehicle’s internal 

networking and its connection to external networks, as well as 

complicated and distributed platooning controllers – opens 

doors to malicious attacks. A number of research has 

demonstrated various attacks targeting every component of the 

platoon system [2], [8], [9], [14]. All these attacks could cause 

a wide array of problems in a deployed platoon, for example, 

an attacker could cause crashes, reduce fuel economy through 

inducing oscillations in spacing, prevent the platoon from 

reaching its (or each individual’s) destination(s), or cause the 

platoon to break up. The full potential of automated vehicle 

platooning will not be realized until the issues related to 

communication and application security can be satisfyingly 

resolved. 

 

The violation of cybersecurity could result in serious 

safety violations such as car crashes in a cyber physical system. 

However, safety and security in a vehicle platoon have so far 

been considered separately by different sets of experts. On one 

hand, the safety discipline usually considers system failures 

(including systematic/random hardware and systematic 

software failures) or natural disasters as safety hazard 

1
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resources. Safety solutions developed are usually not evaluated 

in an adversarial environment. On the other hand, the security 

discipline considers various attacks that can lead to different 

consequences such as loss of life, loss of privacy, financial loss, 

etc. The variety of security goals to address different types of 

attacks makes it very unlikely to be aligned with the goal of 

safety. Consequently security solutions proposed are rarely 

evaluated in terms of safety. For example, the model-based 

detection scheme [8], the only scheme proposed so far for 

platoon security, is designed from the security point of view 

by monitoring any misbehavior of the proceeding car. 

Although the scheme is able to detect vehicle misbehavior, 

whether it can lead to a safe platoon is not answered. To date, 

no existing platooning solution solves both safety and security 

in a reconciled and coherent way. 

 

The need for a safety and security co-design is urgent 

today with the practicality of automated vehicle platooning 

technology. Actually there has been calls long ago for safety 

and security communities to work together [4]. Past efforts in 

the automotive industry have reached a consensus that 

functional safety hazards can arise from malicious activities in 

addition to systematic failures and random hardware failures 

[5]. So security should be considered as a pre-requisite for 

safety while safety should be one of the driving forces for 

security design. Although a couple of works have described a 

safety and security engineering process [5], [7], a lot of 

challenges need to be addressed to come up with a concrete 

safe and secure platoon system: How to reconcile different 

safety and security risks? How to align the goal of security 

with that of the safety? The most important, how to arrive at a 

solution that satisfies both the safety and security requirements? 

There are also performance challenges such as efficiency, real 

time, as well as maintaining the string stability of platoon. 

 

In this article, we show cyber attacks on an automated 

platoon system could have the most severe level of safety 

impact with large scale car crash and argue the importance of 

safety-security co-design for safety critical cyber physical 

systems (CPS). Based on a deep comprehension on the 

interrelation of safety and security, we present a safety-security 

co-design engineering process to derive functional security 

requirements for a safe automated vehicle platoon system. 

Finally we offer a vision of the future research issues on this 

important area of automated and connected vehicles. 

II.  SECURITY-INDUCED SAFETY RISK ANALYSIS 

The EU project EVITA provides a risk model to measure 

the safety risks of in-vehicle systems [1]. The risk analysis 

rationale of EVITA is that as it is too costly to protect against 

every threat, it is necessary to rank risks in order to prioritize 

countermeasures. Risk associated with a security attack 

depends on (1) severity of impact and (2) probability of 

successful attack. In this section, we analyze the severity as 

well as the probability of platooning attacks by using the 

EVITA model. 

 

In response to various safety risks, ISO 26262 severity 

classification defines four severity levels (S0, S1, S2 and S3) in 

terms of the estimated personal injury that could result from the 

risk. S0 refers to no injuries. S1 refers to light or moderate 

injuries. S2 means severe to life-threatening injuries (survival 

probable). S3 means life threatening (survival uncertain) or 

fatal injuries. The EVITA model extends the ISO 26262 safety 

classification by including a fifth level S4 which means fatal 

injuries of multiple vehicles as cyber security attacks may have 

more widespread implication than unintended hardware or 

software bugs can cause. 

 

Previous work has shown that many cyber attacks (such as 

message falsification attack, remote control attack, etc.) can 

result in serious safety issue. However, it is not clear the 

severity level of such attacks. To understand the severity level 

of a collision that resulted from a cyber attack, we introduce a 

new attack called leader crash attack by extending the collision 

induction attack proposed in [8]. In the leader crash attack, the 

leading car stops suddenly (intentionally or not) and causes the 

following cars to crash over each other. This crash attack can 

be mounted by any insider, not just the leader, in the platoon. 

However it is very likely a crash attack induced by the leader 

can have the most severe consequence. 

 

We firstly argue collision induction attack is very possible 

(probability). It has been demonstrated successfully on several 

modern vehicle models that an attacker can totally control a 

vehicle by compromising its hardware or software locally or 

remotely through a wide range of attack vectors [6], [10]–[12]. 

When a leader or any insider of the platoon is compromised 

and can be remotely controlled, an attacker can issue an 

instruction to the victim vehicle to brake abruptly so that the 

following cars will crash into the front ones. The risk of insider 

crash attack will become more serious with the advancement in 

vehicle automation. If an insider car is a compromised 

driverless automated vehicle, such an attack can be mounted 

with severe consequence at a low cost. Also, we do not exclude 

the case when the driver himself is reckless. 

 

We use the PLEXE simulator to demonstrate the 

consequence of this attack (severity). PLEXE is an Open 

Source extension to the known and widely used Veins 

simulation framework by adding platooning capabilities and 

controllers. In this simulation, initially a platoon of four 

vehicles is driving at the speed of 100 km/h with a gap of 5 

meters. At the time of 50s, we instruct the leader vehicle to stop. 

We set the deceleration of the leader car extremely large so that 

the speed can decelerate to zero in a very short time interval. In 

this way, the leader vehicle acts just like it suddenly hits the 

brake so that it stops immediately. We see how the following 

2
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vehicles will respond under the CACC controller strategy. 

From the mobility traces of the platoon collected, we can we 

can see that following vehicles crash into preceding vehicles at 

50.41s, 50.75s and 51.10s respectively. 

To obtain an insight of speed changing of the platoon in 

the crash, we utilize the statistics collected from PLEXE which 

are shown in Figure 1. In Figure 1, Vehicle 0 with the red line 

is the leader vehicle. Vehicle 0 decelerates from 100 km/h 

(27.77 m/s) to 0 km/h in a very short time interval. The 

following vehicles are trying to prevent crash by decelerating, 

but the 5-meter gap is not long enough for them to fully stop 

before they crash into the car before it. The above three lines 

terminating at different time spot shows that each of them has 

crashed into the leader vehicle. 

 

 

More on severity. The above simulation clearly 

demonstrates that the leader car crash attack can potentially 

result in multiple car damage and life injuries and has the 

highest level of safety severity. However, the maximum safety 

impact of security attack demonstrated is only a local event to 

several vehicles. We believe the worst security impact can 

potentially be nation-wide impacting thousands or millions of 

cars and suggest a new severity level of S5: nation-wide 

spread and harmful impact. For example, in the platoon 

context, suppose there is a security weakness that has an 

impact due to forged DSRC messages, also suppose future 

smartphones are DSRC enabled and malware spread on 

smartphones, we can easily see a nation-wide attack platform 

to attack the platoon mechanism. 

 

Due to the severity and probability of security attacks on 

platoon systems, we strongly argue the importance of 

designing safe and secure platoon systems. 

 

III.  SAFETY-SECURITY CO-DESIGN 

Safety has a long tradition in many engineering disciplines 

and has had successful standardization efforts. In automotive 

systems, the international standard ISO 26262 [15] is the state 

of the art standard for safety critical system development. 

Automotive security has evolved quite recently with networked 

systems and concerns about privacy, data integrity, authenticity 

and protection. As long as safety critical systems were not 

networked, the two fields did not have to interact and as a result, 

the two domains have evolved separately so far with little 

overlap. As cyber-physical systems evolved into networked 

systems, security became a relevant issue for safety critical 

systems. 

 

The Vehicle Cybersecurity Systems Engineering 

Committee of SAE has been working on J3061 Cybersecurity 

Guidebook for Cyber-Physical Vehicle Systems [13]. J3601 is 

an overall guidebook on implementing cybersecurity for the 

entire vehicle. The safety-security co-design is being discussed 

in the SAE committee at the moment and there is no final 

product yet. We were able to work with several members of the 

SAE cybersecurity committee to understand the concepts and 

requirements as well as discuss the proposed safety-security 

engineering process. 

 

We propose a safety-security co-design engineering 

process which consists of four main steps: (1) Define the safety 

goal for the system; (2) Define attack model; (3) Derive 

security goals; (4) Derive functional security requirements. 

 

Safety Goal. Safety is very important in automotive industry 

and therefore highly regulated. For end users, it means that 

users do not face any risk or danger coming from the motor 

vehicle or its spare parts. Unacceptable consequences for safety 

are loss of human life and injuries. The safety goal of 

individual vehicle is to protect users from injuries and life 

threatening risks. In our context, we set up the safety goal of 

vehicle platoon as avoiding car collisions that can cause human 

life and injuries. 

 

Attack Model and Security Goal. Unlike safety, 

cybersecurity has a broader range of unacceptable 

consequences such as human life and injury (safety), human 

security, financial loss, loss of privacy, etc. Figure 2 shows the 

interrelation of safety and security. From Figure 2, we can see 

that safety can be an objective (or impact) of a security attack. 

It can also be an unintended consequence caused by hardware 

or software bugs. Meanwhile, cyber security attacks can have 

different impacts. The intersection part concerns both safety 

and security, or safety-related security risks, which is of 

interest of this paper. 

 

Fig. 1: Speed Changes of Platoon during the Crash 

Fig. 2: Interrelation of Safety and Security 

3
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To derive our attack model that lead to safety, we 

summarize various attacks, targeting at automotive platoon 

systems, proposed by researchers in the literature and their 

corresponding possible consequences in Table I. From the 

table, we can see that there are five attacks which can lead to 

car collisions, result in safety issues, and thus belong to the 

intersection in Figure 2. The security goal for a safe platoon is 

to develop a system that is resilient to these attacks. 

 

Reference Attack Impact 

[3] 

Message falsification attack 

Message spoofing 

Message replay 

DoS (jamming) 

System tampering 

Collision 

Collision 

Collision 

Dissolved platoon 

Collision 

[8] 

Collision induction attack 

Reduced headway attack 

Joining without radar 

Mis-report attack 

Non-attack abnormalities 

Collision 

Decreased string stability 

Decreased string stability 

Decreased performance 

Decreased performance 

[14] 
Destabilization attack 

Platoon control taken attack 

Decreased string stability 

Dissolved platoon 

 

 

If a vehicle is a victim of System tampering attack, we 

mean an attacker is able to control the vehicle remotely 

through compromised hardware or software. The victim 

vehicle will behave like the one in either collision induction 

attack or message falsification attack, without the awareness 

and involvement of the driver. For us, we only need to focus 

on attack behaviors without worrying about who, the driver or 

a remote attacker, initiates the attack. Therefore in the 

following of the paper, we only consider collision induction 

attack and message falsification attack and ignore who initiates 

the attack. 

 

Based on the discussion above, we derive an attack model 

emphasizing on safety of platoon as follows: 

Adversary Model for Safety: We consider cyber attacks that 

can lead to safety issues such as car crashes in this work. 

Attacks that result in different consequences such as system 

performance, driver privacy, financial loss, etc. are not 

considered in this model as they can be treated in the regular 

way without considering safety. The adversary or the vehicle 

controlled by the adversary is part of the platoon system and 

thus is able to send valid V2V messages. However, there is no 

guarantee on the correctness of information in the messages it 

sends. Also the adversary does not need to follow the control 

law. The adversary is able to control one or more vehicles, 

including the leader, in the platoon. However, it cannot control 

all the radars or radar signals of vehicles in the platoon 

because of the line-of-sight requirement. 

 

 

Functional Security Requirements. 

From the analysis above, we can derive functional security 

requirements as follows: 

 
 It shall not be possible for an attacker to spoof a 

message; 

 It shall not be possible to replay an old message; 

 It shall not be possible for an attacker to broadcast a 
message with false information without being detected; 

 The system shall be able to take a response action 
whenever a misbehavior is detected; 

 The system shall ensure there is enough time for the 
system to respond. 

 

IV.  FUTURE RESEARCH ISSUES 

The practical use of automated vehicle platooning systems 

relies on the security, safety, and reliability provided by such 

systems. Many existing techniques (such as cryptographic 

functions, secure hardware and software, etc.) can be used to 

defend against many attacks targeting a platoon system. 

Further work needs to be done to strengthen the security and 

safety aspects of such systems. 

 

Securing platoon controllers. Stable coordinated movements 

in a platoon are described as string stability which ensures 

range errors decrease as they propagate along the stream of 

vehicles in a platoon to achieve constant inter-vehicle spacing. 

A lot of vehicle platooning control algorithms have been 

developed to achieve string stability. However, these 

algorithms have not been developed and analyzed under 

adversarial environment where an adversary wants to inhibit 

the performance of the control algorithm and hence cause 

instability of the system which may further cause intelligent 

collisions. It is clear that many potential attacks could happen 

to the underlying control algorithm. Thus it is important to 

systematically access the security risks/needs in automated 

platooning by looking at factors that affect, directly or 

indirectly, the coordinated movements of vehicles. 

 

Resilient sensor fusion. There is a strong opinion today that a 

successful platoon will require wireless communication 

between vehicles for coordination. However, we believe that 

the wireless link is the weakest sensor of an automated car, 

compared to radar, LIDAR, and camera, and that it can easily 

be forged by a motivated attacker. Hence it seems that a 

vehicle in a platoon, and possibly an automated vehicle, must 

not rely on wireless communication if it has any impact to the 

vehicles control algorithms. Furthermore, it has recently been 

demonstrated that it is fairly easy to forge LIDAR and radar 

sensors by using a modulated laser. Hence we need strategies 

to fuse sensor input and detect forged individual input. One 

idea is to assign confidence levels to sensors (e.g. DSRC is 

lower than camera) and correct sensor input if individual 

TABLE I: Attacks and impacts 
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sensors show unreasonable inputs based on the confidence 

levels. Apparently more complex strategies are required to 

account for an attacker that will forge several sensors in 

parallel. It might be necessary to include some kind of 

heuristic, e.g. machine learning, to detect abnormal sensor 

input. 

 

Securing the leader. The leader in a platoon is responsible for 

setting the trajectory and speed to the vehicles behind it. In a 

distributed platoon control algorithm, a vehicle adjusts its 

movements based on knowledge of the preceding vehicle and 

the lead vehicle to determine its next movement. Information 

of the preceding vehicle is usually direct hearing and can be 

further cross-verified with in-vehicle sensor data. However, 

information of the leading vehicle could be second-hand 

information — the vehicle might not be in the transmission 

range of the leader and receives the leader’s status information 

indirectly from proceeding vehicles. It is important to protect 

the authenticity of messages of the leader and the leader itself 

to prevent leader impersonation. Especially, when a new car 

joins the platoon, the first task is to correctly identify the 

leader. Message authenticity has been well studied. It might be 

useful to have an endorsement mechanism to protect the 

leadership of the leader from being impersonated by using 

some efficient cryptographic primitives. The leadership is 

established through the endorsement of participating vehicles 

in the platoon. A vehicle who has endorsed the leader cannot 

deny its endorsement. An adversary should not be able to alter 

the endorsement even when it (and its collaborators) is one of 

the endorsers. A possible cryptographic primitive that can be 

used to protect leadership is the aggregate signature scheme 

which allows multiple entities to co-sign one document. 

 

Securing the following vehicles. It appears that following 

vehicles need slightly different control and protection 

algorithms than the leading vehicle. The following vehicles 

cannot necessarily use their cameras which are the most 

resilient (against cybersecurity attacks) sensors, however, they 

are more dependent on the received wireless messages which 

are least reliable in terms of cybersecurity. Hence the control 

algorithms defined above will be revisited and refined for this 

case. 

V.  CONCLUSION 

In this article, we show that cyber attacks on a platoon 

system can have the most severe and widespread safety impact 

as defined by the EVITA vehicle security risk model. We 

argue the importance of safety-security co-design for safety 

critical cyber physical systems and make the first effort toward 

a safety-security co-design engineering process which allows 

functional security requirements to be derived for a safe 

automated vehicle platoon system. We also offer a vision of 

the future research issues on this important area of automated 

and connected vehicles. 
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Abstract - Anonymity is important for both data requests and 

responses in IoT applications running on overlay networks. 

Overlay routing reveals information since identities are 

required to locate and obtain sensor data from nodes (i.e. IoT 

devices). An anonymous and secure fault-tolerable routing 

protocol is hence required to provide anonymity against 

adversaries and tolerance of node failures. In this paper, we 

discuss and compare the existing anonymous systems in terms 

of key management, storage cost and anonymity. To secure a 

communication session, confidentiality and integrity should 

be provided. Layered encryption algorithms are then 

recommended to secure messages flowing through an overlay 

network. To provide anonymity, it is ideal to have every node 

along the path only know its previous and next hops, so that 

an intermediate node can identify neither the initiator nor the 

responder. To guarantee fault tolerance, grouping nodes 

within a certain distance or with the same prefix is 

recommended. Thus, any node on the routing path can easily 

take over message forwarding if any of its group nodes is 

detected inactive or failed. 

 

Keywords - IoT security, overlay networks, anonymity route, 

fault-tolerance 

 

 

I.  INTRODUCTION 

Security, productivity, connectivity and management bring 

the growth of IoT services running on overlay networks. 

Overlay networks [1] can decouple network addresses from 

physical placements of peers and enable Internet-of-Things 

(IoT) applications (see Figure 1). IoT applications allow users 

to request information and control devices (such as home 

appliance) remotely. Anonymity and security hence become 

much more important when IoT users and devices are 

communicating with each other [2]. Without protection, an 

adversary lurking in an IoT network may easily trace the 

communication peers and eavesdrop the conversation between 

nodes. A protocol securing the routing paths and providing 

anonymity is hence required for anonymity protection in such 

cases. 

 

 

 

 

 

In the past few years, researchers investigated different 

kinds of anonymity methods, including initiator anonymity, 

responder anonymity and relationship anonymity 

(unlinkability), for overlay and peer-to-peer networks 

[3][4][5][6][7]. Initiator anonymity hides the identity of an 

initiator to all other peers in the network, while responder 

anonymity hides the responder from all other peers. If both 

initiator anonymity and responder anonymity are provided, 

mutual anonymity is then guaranteed. Relationship anonymity 

ensures the unlinkability between an initiator and its 

responders. Nodes helping forward messages cannot locate the 

source and destination of a conversation. 

 

Most anonymity related systems, such as Onion Routing 

[8], make all anonymous connections go through a fixed set of 

trusted nodes (e.g. IoT gateways), which are not preferred in 

decentralized overlay networks. By monitoring the traffic of 

either a colluding entry or exit, adversaries may easily identify 

the initiator or responders during any communication session. 

Failure of any fixed nodes along a routing path results in data 

Figure 1 Overly Networks 
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loss and larger jitter before the routing path is recovered or a 

new path is constructed. 

Since 2000, many methods, including Surepath[3],  Onion 

Routing [8], Crowds [9], Tarzan [10], , Tor [11], Cashmere[12], 

Agyaat [13], and Aqua [14] have been designed to exploit 

peer-to-peer overlays in anonymous communication. A number 

of random nodes are used to build up anonymous paths or 

tunnels. In these methods, messages delivery will be failed if 

any node along the route fails or misbehaves. When there is an 

error in the route, it is generally difficult for an initiator to 

locate the failure node. Consequently, the initiator needs to 

reconstruct another routing path for delivering messages. 

Frequent reconstruction of routing path, however, exposes the 

initiator to eavesdroppers and attacks. Hence, a secure, 

anonymous and fault-tolerable routing protocol is required for 

enhancing the route reliability for overlay services and IoT 

applications. 

 

In this paper, we discuss the existing anonymous systems 

for overlay networks and explain the possibility to adopt 

layered encryption and random intermediaries to achieve 

anonymity and guarantee unlinkability between an initiator and 

its responders. 

II.  ANONYMOUS SYSTEMS 

The section briefly introduces some of the popular 

anonymous systems, such as Crowds, Onion Routing, Tarzan, 

Tor, Cashmere, Agyaat, and Surepath. 

 

In Crowds [9], no encryption is adopted. Any node on the 

path can observe the conversation traffic. Crowds can provide 

some anonymity by routing messages through anonymous 

paths involving a randomly chosen sequence of nodes. The 

initiator sends the message to a randomly-chosen node called 

“jondo.” Upon reception, each jondo randomly decides to 

either send the message to the responder or forward it to 

another jondo. In Crowds, anonymous paths are vulnerable to 

node failures. Node failures pose a functionality problem for 

anonymous paths. 

 

Onion Routing[8] uses a static set of dedicated onion 

routers to redirect network traffic. Before sending a message, 

the sender selects a set of currently active routers to forward 

through. Session keys are distributed to the chosen routers 

during the setup phase. The initiator creates an onion by 

encrypting the message with the public key for every router in 

the routing path. To transfer a message, each router decrypts 

the outside layer with its private key. After that, the router 

discovers the next hop and forwards the message. Every relay 

node knows only its previous and next hops. Node churns, 

frequent node arrivals, departures, and failures, limit the 

scalability of Onion Routing. 

 

Tarzan [10] provides anonymity with high resistance 

against traffic analysis by using layered encryption, multi-hop 

routing, cover traffic and a special mix selection protocol. The 

source chooses a set of relays to act as a path and iteratively 

establishes a tunnel through these relays with symmetric keys 

between them. The creation of a tunnel incurs both significant 

computation overhead and delay. The source wraps the packets 

in several layers of encryption and sends it through relay nodes. 

The relay node strips off one layer and sends it to next relay 

node, etc. Since none of the peers on a tunnel knows the whole 

path, an adversary cannot figure out communicating peers. 

Tarzan is still vulnerable if an adversary can observe traffic 

throughout the Internet. Another vulnerability of Tarzan is the 

resilience of node failures. Node failures pose a functionality 

problem for anonymous paths. Also, responder anonymity is 

not guaranteed in Tarzan. 

 

Tor [11], the second generation of Onion Routing, is one 

of the most popular privacy enhancing systems. Tor provides 

mutual anonymity against non-global adversaries using 

rendezvous points. Tor uses a directory server to maintain 

router information, which limits the scalability. If the first or 

last router is compromised in an Onion Routing network, 

either source or destination can be revealed. Recent work also 

shows that the Tor anonymity network is vulnerable to the 

attack in which eavesdroppers may exploit the homogeneous 

routing policy by falsely advertising high bandwidth links, 

drawing traffic towards the nodes under its control. 

 

Cashmere[12], a resilient anonymous routing system on 

structured overlay networks, provides both source anonymity 

and unlinkabality of source and destination. Cashmere is 

designed to use a prefix-routing based on structured overlay 

network, such as Tapestry and Pastry. As shown in Figure 2, 

nodes with the same prefix form a group. The routing path 

used in Cashmere is a set of distributed relay groups rather 

than a single node. Layered encryption is then applied on the 

routing path by the public/private key pair shared with all 

members of each relay group. Except all the members of the 

relay group in the routing path fail, the routing path is 

remained valid. The source node can randomly reorder the 

relay groups to hide the destination relay group containing the 

destination node. 

 

 

 

 

 

 

 

 

 

 

 

 

 Figure 2 Cashmere 
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Agyaat [13] provides a compromise between anonymity 

and efficiency by means of a two-level hybrid architecture. In 

this system, the initiator can flood its request to every peer in 

its cloud. At the responder’s end, some peers in the cloud of 

the responder get the request and then broadcast it in its cloud. 

Agyaat makes a key map onto a cloud linking to an 

appropriate peer. 

 

In SurePath[3], a node seeking initiator anonymity 

generates a small number of RSA session keys, deploys the 

RSAs into an overlay network using distributed hash table 

(DHT), forms an anonymous path using a subset of the 

deployed RSAs, and sends messages through the resulting 

anonymous path, as illustrated in Figure 3. Leveraging the 

DHT routing infrastructure and data replication mechanism, 

SurePath is fault-tolerant to node failures. Nodes with similar 

identities can form a group and nodes in the same group can 

help forward messages if any node in the group fails. However, 

a malicious node can disclose the RSAs stored in its local 

storage to other colluding nodes such that the malicious nodes 

can pool their RSAs to break anonymity of other users. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

More, no mechanism is provided in SurePath for detecting 

compromised tunnels. SurePath users need to reform their 

tunnels periodically to resist against the colluding malicious 

nodes. 

III.  COMPARISON 

To secure communication sessions, confidentiality and 

integrity should be provided. Layered encryption algorithms 

are then recommended to secure messages flowing through an 

overlay network. To provide anonymity, it is ideal to have 

every node along the path only know its previous and next 

hops. Hence, an intermediate node can identify neither the 

initiator nor the responder. To guarantee fault tolerance, 

grouping nodes within a certain distance or with the same 

prefix is recommended. Thus, any node on the routing path 

can easily take over message forwarding if any of its group 

nodes is detected inactive. This section compares the existing 

anonymous systems in terms of key distribution, storage cost 

and anonymity. 

 

(1) Key distribution and discovery 

Since node identity is used as node’s public key, newly 

joined nodes in Cashmere do not affect the existing 

nodes. In SurePath, adding or deleting a node requires 

extra key distribution or index management. The 

performance of SurePath decreases as the number of 

nodes in overlay networks increases. More, Tarzan, 

Onion Routing, SurePath, Cashmere use layered 

encryption and multi-hop routing to achieve anonymity. 

Hence, a trusted third party (like Certificate Authority) is 

required to generate public keys for protecting data 

secrecy. However, if algorithms like Fuzzy 

identity-based encryption scheme [15] is used, key 

generation and encryption can be done without CA 

involvement. 

 

(2) Storage cost 

Storage cost is one of the concerns when deploying 

security mechanism to IoT networks. In Cashmere, every 

node having an m-bit identity needs to keep m public 

keys and m private keys corresponding with each 

identifier prefix. In SurePath, each node stores several 

keys, including its private key, public keys of other 

nodes and the corresponding symmetric keys for relay 

sets.  

 

(3) Anonymity 

The systems and methods mentioned in the previous 

section are designed for generating anonymous routing 

path that provides initiator anonymity. Among them, 

SurePath forwards and replies messages via different 

routing paths so that they can prevent the traffic being 

analyzed by an adversary. For responder anonymity, 

SurePath and Cashmere know not only the data name but 

also the public key of the node storing the data. 

Considering a network in which every node has an m-bit 

identity, and an attacker has compromised a node in the 

network, 1) if the network runs with Cashmere, the 

attacker can obtain m public keys and m private keys 

associated with the prefix of the compromised node; 2) if 

the network runs with SurePath, the attacker can control 

N-1 share keys where N is the network size. 

 

IV.  CONCLUSION 

To secure communications for peer-to-peer or IoT 

applications (like smart home appliance control) running on an 

overlay network, a secure, anonymous and fault-tolerant 

routing protocol should be designed to provide anonymity 

against adversaries. Layered encryption and random 

intermediaries can be adopted to achieve anonymity for 

overlay networks. By grouping nodes with the same prefix or 

within a certain distance, and applying algorithms like Fuzzy 

identity-based encryption scheme, a node is allowed to decrypt 

the ciphertext encrypted with any other's public key if and only 

if the two nodes belong to the same group or are within a 

certain distance. Thus, any node can easily take over message 

forwarding if its neighboring node fails. Unlinkability between 

Figure 3 SurePath 
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initiator and responder should also be guaranteed by unlinking 

an immediate node and its previous node and next node. In the 

paper, we compare the existing anonymous systems in terms 

of key management, storage cost and anonymity to show how 

the existing systems work for routing messages in an overlay 

network. 
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Abstract - Anomaly detection is a critical task in 

condition-based maintenance of machinery. In many 

applications clustering-based anomaly detection is preferred 

due to its ability to analyze data which may not follow a well 

studied distribution and are unlabeled. This paper introduces a 

density-based clustering method for machinery anomaly 

detection. This method assumes that the data from healthy 

states are located in regions with high densities and the data 

from faulty states are located in low density regions. By 

finding the boundaries of these regions, data from the 

anomalous states can be identified. The values of the densities 

for healthy machinery and faulty machinery are evaluated. 

The rate of change of the density from healthy to faulty is 

identified as a fault threshold. This method can be valuable 

for applications where faulty data are too difficult or costly to 

acquire. 

 

Keywords - anomaly detection, clustering, machinery, feature 

extraction, machine learning 

 

 

I.  INTRODUCTION 

Rotating machinery such as bearings and gears are widely 

used in electromechanical systems like computer cooling fans, 

wind turbines, and induction motors. Machinery failures have 

been a research focus due to their frequency and criticality. For 

example, in induction motors, bearing failures account for more 

than 40% of the system failures [1]. In wind turbine, where 

availability is a major concern, gearbox failure is the top 

contributor for system downtime [2]. Repairing or replacing 

failed machinery can require costly maintenance, not to 

mention the cost of the consequent system downtime. 

A machinery fault is an abnormal condition that leads to the 

failure of the machinery, which is a state in which the 

machinery cannot perform its required function. Commonly 

observed faults in bearings include pits, indents, and wear. For 

gears, pits, root crack, wear and missing teeth are typical faults. 

In most cases, when a fault emerges, the machine can still 

perform its required function until the fault develops to a 

certain degree. Usually there is a time gap between the 

emergence of a fault and the failure. If faults can be detected at 

an incipient stage and if their development can be monitored, 

prognostics and health management (PHM) can be performed 

to reduce the failure frequency and severity as a result of 

optimized maintenance. 

In-situ monitoring is preferable for PHM of machinery 

because it provides non-intrusive monitoring during the actual 

life cycle of the machinery. Widely used in-situ monitoring 

data of machinery include vibration acceleration signals and 

current signals of the motor that is linked with the machinery. 

For example, if a fault develops on a computer cooling fan 

bearing, the vibration profile of the cooling fan will be changed, 

which can be monitored by an accelerometer. If the fault leads 

to an increase of friction in the bearing, the current profile 

would be also changed. By analyzing vibration signals and 

current signals, the fault can be detected. To analyze the raw 

signal, fault features are extracted. Commonly extracted 

features are statistical characteristics of the signal, such as 

peak-to-peak, rms, and kurtosis [3] of the signal’s amplitude in 

the time domain, characteristic frequency components in the 

frequency domain, and wavelet coefficients and empirical 

mode decomposition energy in time-frequency domain. 

Usually a single feature is not adequate to reflect the machinery 

health conditions, and multiple features are extracted. 

These features reflect different aspects of the health 

conditions of the machine. They need to be analyzed together 

to determine whether some data points are anomalous. The 

assessment is achieved by anomaly detection. 

Anomaly detection techniques include classification-based 

techniques, nearest neighbor-based techniques, statistical 

techniques, and clustering-based techniques [4]. 

Classification-based anomaly detection techniques construct 

classes of healthy and anomalous states from labeled data. An 

anomaly is detected if a test point is classified as belonging to 

an anomalous class. Representative methods include support 

vector machine [5] and hidden Markov model [6]. These 

techniques require training data from the faulty system, which 

are often unavailable. Nearest neighbor-based anomaly 

detection techniques assume that anomalies occur far from the 

nearest neighbors in the healthy reference data. A 
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representative method is k-nearest neighbor [7]. Outliers in the 

healthy reference data may lead to false negative errors since 

they can be regarded as close neighbors by an anomaly. Also, 

these techniques do not consider the influence of the 

distribution of the data on anomaly detection. Statistical 

anomaly detection techniques assume that anomalies occur in 

the low probability regions of a stochastic model of the healthy 

data. These techniques rely on the assumption that the data 

follow certain distributions. However, real data may not follow 

these distributions. Representative work includes 

nonparametric statistical analysis [8]. Clustering-based 

techniques assume that normal data points and faulty data 

points belong to different clusters. Clustering techniques such 

as k-means algorithm [9] are applied to partition the data into 

clusters. Clusters for faulty data are identified by evaluating 

properties of the clusters. In this paper, the research focus is on 

clustering-based techniques because of the following merits. 

First, labeled data are not required, and thus these techniques 

address a practical challenge that healthy data and faulty data 

are often mixed without labels. Second, they are robust to 

outliers. Third, some clustering techniques do not require the 

data to follow particular statistical distributions. 

A variety of criteria have been developed to identify the 

clusters of anomalies. One criterion assumes healthy data are 

close to healthy clusters, while anomalous data are far from 

healthy clusters. For example, the k-means algorithm partitions 

the data into clusters according to the mutual distances between 

the data points. Close data points are grouped into the same 

cluster. If we know the healthy clusters, other clusters are 

anomalies. To apply this method, healthy clusters must be 

known in advance, and the number of clusters should be 

pre-determined.  

It has been observed in experiments and field data that 

healthy data and faulty data have different densities. This 

observation is explored in this paper, and an anomaly detection 

method is developed based on a density-based clustering. 

 

II.  THEORETICAL BACKGROUND OF 

DENSITY-BASED CLUSTERING 

In density-based clustering, for each object of a cluster, the 

neighborhood of a given radius has to contain a minimum 

number of data points (MinPts), and if this requirement is 

satisfied, a cluster is initiated [10], [11]. Following this idea, 

some popular density-based clustering methods have been 

developed, including density-based spatial clustering of 

applications with noise (DBSCAN) [12], and generalized 

density-based spatial clustering of applications with noise 

(GDBSCAN) [13]. Both methods require the user to input two 

parameters: MinPts and the radius of the neighborhood. These 

two algorithms face two challenges. First, there is no guideline 

to determine the radius of the neighborhood. Second, if 

clusters have a large difference in densities above a certain 

value, these methods may fail.  

When a healthy machine becomes faulty, the data can 

exhibit a sharp decrease of density and therefore DBSCAN 

and GDBSCAN are not suitable to separate the healthy and 

faulty data. Ordering Points to Identify the Clustering 

Structure (OPTICS) [10] was developed as a generalization of 

DBSCAN. It does not need the radius of the neighborhood as 

an input and it can partition clusters with a large difference in 

densities.  

The OPTICS algorithm works by ordering all data points 

in a sequence according to two distances, namely core 

distance and reachability distance. Given a data point p, if 

MinPts are found in its neighborhood within a radius of ε, p is 

called a core point. The minimum ε that enables p to be a core 

point is called the core distance. The reachability distance of 

point q to p is their Euclidean distance or the core distance of 

p. The reachability distance is the larger of the two distances. 

The reachability distance can be regarded as a measure of 

density. A larger reachability distance means a smaller density. 

Clusters are usually separated by sparse regions, which result 

in high value of reachability distances, so the peaks of the 

reachability distance can be used to identify the boundaries of 

the clusters.  

Identification of the clusters with different densities using 

the reachability distance is illustrated in Fig. 1. 

 

Fig. 1. Identification of clusters using reachability distance 

. 

III.  ANOMALY DETECTION METHOD USING 

DENSITY-BASED CLUSTERING 

When a machine is healthy, it behaves in a consistent 

pattern where the features extracted from health monitoring 

signals are distributed with small variances. Therefore, the 

healthy data form dense clusters. When the machine begins to 

degrades, its behavior deviates from being normal, and the 

features extracted from the signals are distributed with shifted 

mean and larger variances. As a result, the anomalous data 

form sparse clusters. By estimating the density of the data, 

anomalies can be detected. However, in the available literature 

there is no density-based anomaly detection method for the 

situation where the healthy and anomalous data are mixed. In 

this research, OPTICS is applied to fill this research gap. 

To apply OPTICS in anomaly detection, raw signals should 

be processed so that the features representing different aspects 

of the machinery healthy state are extracted and their 

correlations are reduced. OPTICS is then applied to combine 
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the features to make an aggregated evaluation. This procedure 

is realized by the anomaly detection method of this paper. 

The method consists of six steps. At first, health monitoring 

signals are selected according to their sensitivity to the fault 

and their availability for in- situ monitoring. For example, in 

computer cooling fan bearing monitoring [14], vibration 

acceleration signals and motor current signals are usually 

monitored because they are sensitive to bearing faults, and 

they can be monitored in-situ. 

In the second step, statistical features such as rms and 

kurtosis of the vibration signals that represent different aspects 

of the health conditions are extracted. The statistical features 

have different scales, and they are correlated and may be 

high-dimensional. Therefore they are normalized in the third 

step using techniques such as Z-score. In the fourth step, 

dimensionality reduction technique such as principal 

component analysis (PCA) is applied to generate fault features 

that have reduced correlation and dimensionality. These three 

steps are regarded as a feature extraction module that 

transforms raw signals to a feature space within which 

clustering can be performed. In the fifth step, the OPTICS 

algorithm is applied to partition the data into dense and sparse 

clusters. In the final step, decisions about the health states are 

made based on the densities of the clusters. 

The framework is illustrated in Fig. 2. 

 

Fig. 2. Framework of the methodology 

 

 

IV.  EXPERIMENTAL STUDY 

The density-based clustering anomaly detection method 

developed in this research was evaluated with the data from a 

cooling fan accelerated life experiment, which was described 

in [14, 15]. 

 

A. Experimental Setup 

A new cooling fan with a ball bearing was tested. Normally, 

the ball bearing was lubricated by grease and oil. To 

accelerate the test, the bearing was only lubricated by oil. 

After an initial measurement, the cooling fan was run at its 

rated speed of 4,800 rpm in a chamber at the fan’s rated 

maximum operating temperature of 70°C. 

Vibration acceleration signals and motor current signals 

were collected after the following time intervals: 0 hours, 8 

hours, 16 hours, 24 hours, 48 hours, and 72 hours. For each 

measurement, the cooling fan was run at room temperature of 

about 20°C, and 10 seconds of signals were collected at a 

sampling rate of 102,400 Hz for both the vibration signal and 

the motor current signal.  At the end of the test, there were 60 

seconds of data consisting of 6144,000 data points. The 

collected signals formed a 6,144,000 by 2 matrix. Each row is 

an observation, and each column is a signal. 

B. Feature Extraction 

At first, observations of the signals were segmented 

sequentially. Each segment has 20,480 observations, equal to 

0.2 seconds of measurement. Altogether there were 300 

segments. Vibration features and motor current features were 

extracted from each segment. Five commonly used time 

domain statistics were used as features, as listed in Table I. 

Table I.  STATISTICAL FEATURES 

Signals Vibration Current 

Features 

rms rms 

Kurtosis Standard deviation 

Peak-to-peak - 

 

A 300 by 5 matrix of statistical features was extracted, 

where there were 300 observations for each of the 5 statistical 

features. The first 10% of the observations (30 observations) 

were used as reference data to set up a baseline. The mean and 

standard deviation of the reference data were calculated, and 

the whole 300 observations were normalized by calculating 

Z-scores referring to the mean and standard deviation of the 

reference data. 

An analysis of the Pearson's correlation coefficients of the 

reference data shows that some of the statistical features are 

highly correlated, and PCA was applied to reduce the 

correlation. The first three PCs account for 98.8% of the total 

variance. The remaining two PCs account for 1.2% of the total 

variance, so discarding them would not result in any 

significant loss of information. The result is shown in Fig. 3. 

The reference data were concentrated in a dense region within 

the circle in Fig. 3. 
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Normalization

Density-based clustering

(OPTICS algorithm)
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Fig. 3. Scatter of the extracted fault features 

C. Anomaly Detection Using Density-Based Clustering 

The density-based clustering algorithm OPTICS was 

applied to the extracted 300 by 3 matrix in the feature space. 

In the initial measurement at 0 hours, 50 observations were 

collected in the features space. We assume at least more than 

half of the observations, such as 30 observations, can be 

regarded as healthy, and these healthy observations can form a 

cluster, so at least 10% of all the 300 observations should be 

able to form a cluster. Therefore, we chose 10% of the data 

size as MinPts. 

After the analysis of OPTICS, the data were rearranged that 

the points connected by the similar reachability distance were 

ordered together. The order-reachability distance plot is shown 

in Fig. 4. The y axis is the value of the reachability distance, 

which is the reciprocal of the density. Each valley is a cluster, 

and the peaks are boundaries between the clusters. 

From Fig. 4, we can identify at least 5 clusters. The first 

cluster contains the reference data, so this cluster was used to 

represent the healthy state. The second and third clusters have 

smaller reachability distances. In other words, they have 

higher densities, so they are not regarded as faulty. The last 

two clusters have much larger reachability distances. These 

are two sparse clusters, and they are likely to be faulty. 

Using the reachability distance as a health indicator, an 

anomaly detection threshold can be defined based on the 

empirical distribution of the first cluster, which represents the 

healthy state. Using 99th percentile, the threshold was 

calculated to be 9.83. After the 151st observation, reachability 

distances of all the observations are larger than this threshold. 

Therefore, cluster 4 and cluster 5 in Fig. 4 are the two 

anomalous clusters. Cluster 4 corresponds to the data collected 

after 24 hours of test, and cluster 5 corresponds to the data 

collected after 48 and 72 hours of test. 

V.  CONCLUSIONS 

A density-based anomaly detection method was developed 

in this paper. With appropriate fault feature extraction, the 

clustering technique is able to partition the data into clusters 

according to the density of the data, and a density measure 

named reachability distance is extracted as a health indicator. 

By examining this health indicator, clusters of anomalous data 

can be identified. This study evaluated the feasibility of using 

the cluster density of the health monitoring data to detect 

machinery anomalies. The density-based anomaly detection 

method developed in this research provides a novel approach 

to detect anomalies. Unlike distance-based anomaly detection 

method, where only the distance between the test data and the 

healthy reference data is used as a measure of health, the 

density-based method also analyzes the relationship inside the 

test data for anomaly detection. Therefore, this method is 

more robust. The method is unsupervised, so labeled training 

data are not required. It is suitable for application where faulty 

data are unavailable. Future work includes optimizing the 

minimum number of data points for OPTICS in anomaly 

detection. 
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